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1. INTRODUCTION 

1.1 PANDEM objectives 

The aim of the PANDEM project is to identify innovative concepts to strengthen capacity 

building for pandemic risk and emergency management in the European Union (EU). 

PANDEM’s overall objective is to reduce morbidity, mortality, environmental and 

economic damage from future pandemics by identifying improvement needs for 

technologies, procedures and systems. Specific attention is being given to enhancing 

capacity for collaboration on cross-border risk assessment, response and recovery at 

local, national and EU level. As pandemics are by definition global events, the project is 

also looking at the needs for strengthening pandemic management beyond Europe and 

how the EU can support capacity at international level.   

The specific objectives of the project are to: 

1. Assess current practice, tools and systems for pandemic management at national, 

EU and global level in priority areas including risk assessment and surveillance, 

communication, governance and legal frameworks; 

2. Identify gaps and improvement needs through consultation with users and 

stakeholders; 

3. Identify and describe innovative solutions for capacity strengthening, efficient use 

of resources and better integration; 

4. Identify and describe demonstration concepts and future research and 

development needs to be integrated in a roadmap for a phase II demonstration 

project.  

The project is building on previous research and development efforts and will provide 

recommendations for the Directorates General (DG) HOME and SANTE at the European 

Commission (EC), in addition to other EC DGs and agencies at global and national level. 

 

2.2 PANDEM work approach 

PANDEM has brought a highly skilled group of senior experts from the security, defence, 

public health, microbiology, communications, information technology and emergency 

management fields together to develop innovative concepts for pandemic management. 

The consortium is identifying current best practice, user needs and research priorities in 
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the areas of risk assessment and surveillance, communication and governance. The 

structure of the PANDEM work approach is shown in figure 1.  

 

 

Figure 1. The PANDEM Work Approach 

Specifically the project is: 

• Conducting a comprehensive analysis of current and possible future threats (air-, 

water-, food- and vector-borne diseases) including agents with potential for 

accidental or deliberate release; 

• Analysing the actions taken by regional, national, EU and global actors during the 

Ebola outbreak, the H1N1 pandemic and other major epidemic responses at 

regional, national, EU and global level; 

• Assessing user needs and gaps as well as identifying requirements to improve 

pandemic risk and emergency management capacity;  

• Leveraging available tools and systems developed by research projects for risk 

assessment, communication, education and governance to improve cooperation 

between science and society and identifying innovative solutions; 

• Examining and developing mechanisms to strengthen existing networks in the EU 
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to support member states to work together inter-operably across borders; 

• Enhancing international cooperation by incorporating input from international 

research partners to address a major global threat;  

• Ensuring consultation with and participation of a wide number of stakeholders at 

regional, national and EU levels including end-users, industry, universities, citizens 

groups, governments, the EC and its agencies. 

Given the cross-border and multi-sectoral context of the health and security challenge 

for building pandemic management capacity, a systems-based methodology is being 

applied to:  

• Assess current capacity for prevention, preparedness, mitigation, response and 

recovery. 

• Support the gathering of user needs and requirements to improve capacity at 

transnational level. 

• Identify opportunities to improve the process of early detection and response to 

pandemics. 

PANDEM will develop a roadmap for investments in research and system developments 

that result in demonstrator topics to be realised in the phase II demonstration project. 

The objective of the Phase II project will be to produce a product, prototype or 

demonstrator of value to all EU Member States.  

 

1.3 PANDEM impact 

The proposed impact of the project is:  

Impact 1: Identification of research gaps and priorities for improving capacity-

building at transnational level with a view to prepare for a phase II demonstration 

project involving all relevant stakeholders, including SMEs; 

Impact 2: Identification of innovative concepts that would allow better integration of 

existing tools and systems to build capacity for health and security protection in case 

of large-scale pandemics; 

Impact 3: Preparation for a future phase II demonstration project on large-scale 

pandemics; 

Impact 4: Increased security for European citizens. 
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2. OBJECTIVE OF THE REPORT 

A key objective of Work Package 2 is to conduct a risk and threat analysis based on a 

review of relevant literature, and to determine the most likely and useful scenarios for 

the PANDEM project. The scenarios have been developed to identify the threat to 

different communities, and to address the most relevant gaps and needs to be discussed 

in subsequent work-packages. The scenarios are hypothetical, and describe situations 

arising from a natural, accidental and intentional spread of an infection with pandemic 

or high impact epidemic potential. The scenarios will make it possible to identify and 

analyse challenges during different stages of a large-scale incident. 

For the purposes of this report, a pandemic is defined as:  

An infectious disease that is capable of spreading through human populations, 

across large regions in multiple continents, or worldwide during a relatively 

short time-frame.  

The cause of a pandemic can be natural, unintentional, as in the case of an accident, or 

deliberate, as in the case of a terrorist attack. Infectious agents can be spread by a 

number of transmission routes such as food, water or released in open air. Potential 

biological agents include many naturally occurring bacteria and viruses that can induce 

large scale infectious disease outbreaks. There are relatively few documented incidents 

of bioterrorism which is partly due to the risks posed by using biological agents.  

 

3. RISK AND THREAT ANALYSIS OVERVIEW 

Infectious diseases constitute a risk to international health security when a novel 

pathogen arises, a known pathogen acquires new characteristics or biological agent is 

deliberately released. Globalization has increased the vulnerability of the European 

Union to emerging infectious diseases with pandemic potential. In recent years, we 

have seen transmission of traditionally “tropical” diseases in continental Europe 

including chikungunya fever in Italy in 2007, outbreaks of West Nile fever in Greece and 

Romania in 2010 and local transmission of dengue fever in France and Croatia in 2010.  

A wide range of risk drivers are known to lead to, or exacerbate the emergence and 

spread of emerging infectious diseases (EIDs). Major drivers of EIDs are globalization and 

environmental changes including climate change. Other factors are socio-demographic 
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factors (ageing population, high population densities, social inequality and lifestyle), 

antimicrobial resistance, inadequate infrastructure including health care capacity and 

water treatment facilities, intensive agriculture, animal health and food safety. An 

overview on how to analyse the ongoing change in EID can is presented below in figure 

2. The drivers form the basis for analysing effects on EID and serve as inputs for 

subsequent risk analysis and mitigation. Societal measures, for example healthcare 

resources and capacities, travel or transportation restrictions, can be taken for 

emerging and suspected events to mitigate or limit effects. Increased risk for specific 

diseases like SARS or MERS can necessitate reorganisation of care facilities in hospitals 

or new arrangements for patient handling. Increased prevalence of EIDs in specific 

geographical areas can impose needs for travel restrictions or relocation of larger social 

events, for example sporting events. 

 

 

Figure 2: Table modified from: Infectious Diseases: preparing for the future threats1 

  

                                                           
 

1
 Brownlie, J., Peckham, C., Waage, J., Woolhouse et al. (2006) Foresight. Infectious Diseases: preparing for 

the future Future Threats. Office of Science and Innovation, London 
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Understanding the dynamics of pathogen transmission, ecology, and evolution improves 

the capacity to plan for pandemics. For emerging infections, strengthening of public 

health surveillance worldwide to provide early warning is the primary recommendation 

of expert groups2. However, the emergence of novel pandemic agents is unpredictable. 

Technological advances in modelling, diagnostics, communication and informatics 

enable directed global surveillance of emerging and previously unknown infections in 

both human and other species. 

Surveillance practices and mitigation strategies in the EU for the risks and threats of 

EIDs, as outlined above, will enhance preparedness, facilitate the public health 

response and thereby reduce associated human and economic costs. 

 

3.1 Methods for Risk Analysis 

Risk analysis is the process of identifying, assessing and investigating measures to 

reduce and mitigate the risk for undesired events to an acceptable level. Risk analysis 

defines hazards, threats, vulnerabilities and consequences, and serves as a basis for 

implementation of risk reduction measures. The analytical discipline of risk analysis 

comprise three parts: 

1. Risk assessment; to determine what the risks are. 

2. Risk management; to evaluate alternatives for mitigating risk. 

3. Risk communication; to present an analysis that is understandable to colleagues, 

stakeholders, decision makers and the community.  

 

Applying a model, or a structured process for risk analysis, provides many benefits, as 

it:  

 assures that the identified risks are addressed  

 increases the understanding of risks  

 leads to awareness that control may be necessary  

 can be effectively utilized as a tool for compromise and agreements  

 can facilitate communication concerning the risks.  

                                                           
 

2
 Morse SS (2012) Public Health Surveillance and Infectious Disease Detection. Biosecurity and Bioterrorism: Biodefense 

Strategy, Practice, and Science. March 2012; 10(1): 6-16. doi:10.1089/bsp.2011.0088. 
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There are numbers of different risk analysis process models and taxonomies in use by a 

range of organisations and disciplines depending on purpose and established traditions 

(Palm, 20083). One process for risk management is defined by the US Army (Field Manual 

5-19) and is depicted in figure 3 below, a general process relevant for risk management 

also in Europe. The US Army Composite Risk Management Process (CRM) is designed to 

support the military decision making process in missions or operations. It is used to 

mitigate risks associated with all hazards that can have an impact on mission 

effectiveness, and it is depicted to give one example of how a risk management process 

can be described.  

 

Figure 3. The US Army Composite Risk Management (CRM) process. 

Risk is often characterized in reference to potential events and consequences, or a 

combination of these (ISO/IEC Guide 73). The WHO has a manual for Rapid Risk 

Assessment of Acute Public Health Events (WHO, 20124), which may be the preferred 

model for public health professionals.  This manual defines risk as “The likelihood of 

                                                           
 

3
 Palm, T. (2008). Risk Management in the Swedish Armed Forces – A description of the model and a 

comparison with risk management models in civilian authorities (in Swedish). Methodology report FOI-R--
2591--SE, Swedish Defence Research Agency, Stockholm, Sweden. 
4
 WHO (2012). http://apps.who.int/iris/bitstream/10665/70810/1/WHO_HSE_GAR_ARO_2012.1_eng.pdf 

http://apps.who.int/iris/bitstream/10665/70810/1/WHO_HSE_GAR_ARO_2012.1_eng.pdf


H2020 DRS-2014/2015  PANDEM 

 

D2.1 Threat Analysis and Scenarios 10 

the occurrence and the likely magnitude of the consequences of an adverse event 

during a specified period”.  

The model below (figure 4) originated from work by Gary Ackerman at the National 

Consortium for the Study of Terrorism and Responses to Terrorism (START). This is the 

model used by FOI because it clarifies the relationship between different concepts. For 

the PANDEM project we recognize naturally occurring pathogens, accidental release due 

to poor bio-security measures or deliberate release as possible sources for an epidemic 

with a potential to become pandemic. Using this model, a risk, categorized as a hazard 

or a threat, has a probability of occurrence and defined consequences; threat analysis 

is only one element of Risk Assessment. Furthermore, when handling risk, consequences 

and vulnerabilities are vital parts of the assessment. 

 

 

Figure 4. Model for illustrating risk and threat assessments 

When performing risk analysis for pandemics different aspects including environmental 

encroachment, new ecosystems, animal/human interface, migration and urbanization, 

as well as the probability for accidental release due to poor biosecurity and/or the 

threat from bioterrorism should be taken into account. Even though naturally occurring 

outbreaks are more likely, deliberate use must also be considered. As stated above risk 

is the product of the probability of an event and the severity of the consequence, which 

is graphically depicted in figure 5. Mitigation of the risk is undertaken by applying effort 

to reduce the probability and consequence, avoiding a high consequence – high 

probability scenario.  “Low – low” Low consequence – low probability is the ideal 

scenario, but it is not always possible to achieve.  
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Figure 5. The sample space for Risk 

There are different approaches to risk in the international community with respect to 

bio-security. The US has adopted a national strategy defined by the president (National 

Security Council, 20095). Studies of the capabilities of antagonistic organisations to 

apply bio-terrorism have been undertaken by many authors including van Rijn (20146). 

This study examines the barriers that non-state actors face when contemplating, 

designing, and deploying biological weapons in the US and the impact such barriers have 

on the attractiveness of bioweapons for terrorist groups.  

From previous work with risk and threat analysis we can conclude that it is very difficult 

to find a unison view on the concepts of threat and risk, and it will always be necessary 

to make sure that the working group approaching the problem agree on definition and 

terms to ensure common understanding.  

                                                           
 

5
 National strategy for countering biological threats. National Security Council, November 2009. 

6
 van Rijn, S. (2014). Capabilities Analysis of Bioterrorism: Roadblocks Facing Non-State Actors’ Use of 

Bioweapons. http://globalbiodefense.com/2014/05/20 (accessed 2015-11-03) 
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3.2 Pandemic Risk Management  

Resolution 64.10 from the World Health Assembly, 2011 urges Member States to 

integrate all-hazards, health emergency and disaster risk management programs 

(including disaster risk reduction) into national or subnational health plans. This 

includes the institutionalisation of capacities for coordinated health and multi-sectoral 

action to assess risks, proactively reduce risks, and prepare for, respond to, and recover 

from emergencies, disasters and other crises.  

Disaster management (first responders) and health emergency management (public 

health sector) are two different disciplines which have developed separately and 

therefore use different terminology. One challenge is to agree the same nomenclature 

and use of the same set of definitions. Collaboration between different actors working 

within separate disciplines and perhaps under different legislative frameworks pose 

another challenge.  

In the 2013 WHO Interim Guidance on Pandemic Influenza Risk Management, the 

principles of all-hazards emergency risk management for health (ERMH) are applied to 

pandemic influenza risk management. This is one attempt to bridge the gap between 

actors working within local emergency management structures and public health 

emergency structures. The guidance aligns closely with the disaster risk management 

structures that are already be in place in many countries, promoting building on existing 

capacities – in particular those under the International Health Regulations core 

capacities (2005), in order to manage risks from pandemic influenza. Certain aspects of 

the implementation of Emergency Risk Management for Health guidance or national 

pandemic preparedness may therefore be linked with the core capacity strengthening 

activities required by the IHR (2005).  

The ECDC have developed a methodology for rapid risk assessment of events of public 

health concern, specifically tailored for outbreaks of infectious disease. The 

methodology is intended to be used at both European and Member State levels. The 

ECDC currently use this methodology when producing their highly appreciated and 

widely used Rapid Risk Assessments, available on the WCDC webpage7.  The methodology 

is well described and documented in the ECDC report Operational guidance on rapid risk 

                                                           
 

7
 http://ecdc.europa.eu/en/publications/risk_assessment/Pages/default.aspx 

http://ecdc.europa.eu/en/publications/risk_assessment/Pages/default.aspx
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assessment methodology 8. Below is a visual representation of the conceptual 

framework of the ECDC risk assessment methodology.  In this algorithm, the overall risk 

is decided by both the probability of an event and the severity of its consequences. 

 

 

Figure 6. The ECDC single algorithm for risk assessment in which the probability of an 

event is combined with the consequences, resulting in a single overall risk level.  

In PANDEM, we have designed scenarios which highlight what might happen in order to 

allow the user to identify gaps and needs essential for effective risk management. One 

of these issues include the need for collaboration between different actors in society 

and between different aspects of a country’s emergency system when managing a 

pandemic. 

                                                           
 

8
 

http://ecdc.europa.eu/en/publications/Publications/1108_TED_Risk_Assessment_Methodology_Guidance.pd

f 

 

http://ecdc.europa.eu/en/publications/Publications/1108_TED_Risk_Assessment_Methodology_Guidance.pdf
http://ecdc.europa.eu/en/publications/Publications/1108_TED_Risk_Assessment_Methodology_Guidance.pdf
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3.3 Current threat from infectious agents with pandemic potential 

Based on an analysis of possible disease risks, four categories of diseases are considered 

particularly important: 

1. Pathogens with the potential for rapid transmission among humans by the 

airborne route  

2. Vector-borne and zoonotic diseases 

3. Novel pathogens for which humans have no prior immunity  

4. Food and water-borne diseases. 

 

3.4 Air-borne diseases  

The global threat to humans posed by air-borne diseases such as influenza A viruses and 

the SARS coronavirus is significant.  

Throughout history, influenza viruses have changed their characteristics by mutation, 

causing annual epidemics of seasonal influenza and pandemics when a novel virus 

emerges. Influenza A viruses spread primarily through air-borne droplets or through 

direct contact. Influenza pandemics occurred in 1918, 1957, 1968, and 2009. The 

"Spanish" influenza pandemic of 1918–1919 caused approximately 50 million deaths 

worldwide, and remains a potent warning to public health authorities.  

Although our knowledge of the factors that affect adaptation and transmissibility of 

influenza viruses is limited, we are beginning to understand some of the biological traits 

that drive airborne transmission of influenza viruses. It has been known for some time 

that human pandemic influenza viruses arise by reassortment between viruses, and that 

this is likely to occur between human and avian influenza viruses in pigs concurrently 

infected with dual strains of viruses. Influenza viruses are known to infect a great 

variety of bird species including free-living and caged birds. Pigs play a crucial role in 

influenza ecology and epidemiology, primarily because of their dual susceptibility to 

both human and avian viruses. This swine mixing-vessel theory has yet to be proven for 

the pandemic viruses of 1957 and 1968, but it appears to have been the mechanism by 

which the 2009 human pandemic (H1N1) virus emerged.  
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Live animal markets constitute a risk to animal and public health, and multiple 

influenza subtypes have been isolated from birds in Asia. Isolation rates and virus 

subtypes differ by species of poultry and location, with a more frequent virus recovery 

in aquatic poultry (ducks and geese) than in chickens, and with higher isolation rates 

during winter. Studies show that live animal markets can maintain, amplify, and allow 

dissemination of avian influenza viruses to farms and are an important source for human 

infection. They are, therefore, a natural site for targeted surveillance. In an affected 

country, avian virus concentration is generally lowest at the farm or household level, 

increases at wholesale markets, and is further amplified and sustained at live animal 

markets where the virus may be disseminated back to farms and households. 

Interestingly, the extensive surveillance for avian influenza infections in wild birds and 

poultry has yielded a plethora of newly characterized viruses, allowing a greater 

understanding of the complex global ecology and epidemiology of these viruses. In 

contrast, little influenza surveillance in pigs is conducted globally9.  

Influenza viruses are known for their genetic variability. These viruses can easily switch 

between hosts and their pathogenicity can change dramatically due to slight mutation. 

Recent experiments using genetically modified influenza viruses provide unique insights 

into mechanisms of viral pathogenesis and transmission. It has been shown that genetic 

modification of known influenza viruses can create a virus with significantly different 

characteristics. An obvious single virulence factor has not been identified and this, 

together with the complex relationship between the viral genome and the resulting 

phenotype, creates a challenging situation which hinders risk prediction.  

Currently, antiviral drugs are available for the treatment of influenza that targets 

specific viral protein functions which are M protein inhibitors and neuraminidase (NA) 

inhibitors, the latter is more widely used. However, the concern regarding the 

emergence of drug-resistant viruses is justified and there is an urgent need for new 

antiviral targets. Several new antiviral compounds have been approved for human use in 

some countries, including two influenza-specific NA inhibitors (peramivir and 

laninamivir) and a viral polymerase inhibitor (favipiravir, T-705)10.  

                                                           
 

9
 

http://www.who.int/influenza/resources/research/research_agenda_influenza_stream_1_reducing_risk.pd
f  
10

 Watanabe, T. & Kawaoka, Y. 2015. Influenza virus-host interactomes as a basis for antiviral drug 
development. Curr Opin Virol, 14, 71-8. 

http://www.who.int/influenza/resources/research/research_agenda_influenza_stream_1_reducing_risk.pdf
http://www.who.int/influenza/resources/research/research_agenda_influenza_stream_1_reducing_risk.pdf
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Bioterrorism is a terrorist action involving the intentional release or dissemination of 

infectious agents, including bacteria, viruses, rickettsiae, fungi or biological toxins. 

There is a threat of such agents being used as biological weapons (BW). Therefore, 

there is a need to maintain a comprehensive defence strategy to counter the low-

probability but high-impact threat of such agents, e.g. smallpox, as well as of naturally 

occurring orthopoxvirus diseases. Based on the risk to human health, BW’s have been 

prioritized into three categories; A, B and C. Category A includes microorganisms or 

toxins that  spread easily, leading to high death rates such as anthrax, botulism, plague, 

smallpox, tularemia and viral hemorrhagic fevers.  

Smallpox has been one of the most devastating diseases in human history and still 

represents a serious threat due to its potential use by bioterrorists. Smallpox is an 

acute, febrile, contagious disease caused by the Variola virus,a member of the 

Poxviridae family. Until the 1970s, smallpox had been a pandemic disease for more than 

3000 years, endemic in tropical and developing areas and periodically pandemic 

worldwide. The World Health Organization declared smallpox to be completely 

eradicated in 1980 as the result of global vaccination efforts. Although smallpox remains 

fully eradicated, the possibility of recurrent smallpox outbreaks remains. During the 

1980s, the former Soviet Union developed smallpox as an aerosol biological weapon and 

produced large quantities of virus-laden material. Samples of smallpox are currently 

kept at only two high bio-security research centrrs (Centers for Disease Control and 

Prevention, USA, and State Research Centre of Virology and Biotechnology, Russian 

Federation). 

Before synthetic biology was possible, two potential situations for re-emergence 

existed: (1) natural re-emergence (or by mutation of another poxvirus), and/or (2) a 

laboratory release (deliberate or accidental). However, due to rapid advances in 

synthetic biology, there is now increasing know-how which may allow for recreation of 

the variola virus11.  

 

                                                           
 

11
 Independent Advisory Group on Public Health Implications of Synthetic Biology Technology Related to 

Smallpox © World Health Organization 2015. 
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3.5 Vector-borne and zoonotic diseases 

Most pandemics originate from animals, and are caused by viruses that emerge through 

ecological, behavioural or socioeconomic changes. Since the 1940’s, more than 60 % of 

the approximately 400 emerging infectious diseases have been identified as zoonotic12. 

Specific geographical regions or interfaces between people, wildlife, livestock and the 

environment have been identified as the origin of recent emerging infectious diseases, 

and thus should be the targets for intense surveillance. There is an agreement that 

vector-borne diseases are most susceptible to the effects of climate change,  and are 

limited by the spatial and seasonal distributions of their intermediate hosts. Climate 

change may allow diseases to spread to regions where new vectors may act as carriers. 

Dengue fever is a mosquito borne viral disease with a broad clinical picture, ranging 

from asymptomatic to severe courses and death. This disease occurs across the globe 

with a geographical distribution around the equator and infects approximately 100 

million people annually in endemic and epidemic transmission cycles. Chikungunya, is 

also a mosquito borne viral disease which has become almost globally distributed during 

the last decades in a pandemic-like fashion. This virus causes a mild influenza like 

disease with low mortality rate, but with long lasting joint pain and even lifelong 

disability. In August the 2016 Olympics will be held in Rio de Janeiro, Brazil and there 

are rising concerns that the games might be the focal point for further spread of 

mosquito-borne diseases such as dengue, chikungunya and Zika fever. 

Venezuelan equine encephalitis (VEE) is another mosquito borne viral disease causing 

outbreaks of varying size in the Americas. This virus infects both humans and equines, 

causing a severe disease in equines with CNS disorders and death. Human infections may 

also result in fatalities in young, elderly, and immunocompromised people.  

Rift Valley Fever is a severe disease of both humans and animals with distribution in 

Africa. The clinical picture ranges from mild influenza-like disease to haemorrhagic 

fever and death. This virus has become endemic throughout Africa and spread to the 

Arabian Peninsula in the beginning of this century.  

                                                           
 

12
 Woolhouse, M. E. & Gowtage-Sequeria, S. 2005. Host range and emerging and re-emerging pathogens. 

Emerg Infect Dis, 11, 1842-7 
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3.6 Novel Pathogens 

It is highly likely that we will encounter new species of human pathogens in the near 

future with an assumption that these pathogens are circulating in zoonotic reservoirs 

from which they can spill over and infect humans. Their emergence is often driven by 

ecological changes, especially changes in the interaction of  human populations and 

animal reservoirs. The survey of new pathogen species reported since 1980 suggests the 

kinds of pathogens that are most likely to emerge in the future are; (1) RNA viruses 

from non-human reservoirs (usually mammals) (2) viruses capable to exploiting a range 

of different hosts; and, (3) viruses able to increase transmission potential. In calculating 

a number for the universe of viruses yet to be found Rosenburg et al., (2015) speculated 

that each of the known 5,486 mammal species will host an average 58 unique viruses, 

unshared with other species13, however zoonotic viruses pathogenic to humans 

represent only a small proportion of this number. From this constantly evolving universe 

of vertebrate viruses two or three are recognized to have crossed the species barrier 

every year. While most of these novel, emergent viruses have inconsequential public 

health significance, some, such as the Middle East respiratory syndrome coronavirus 

(MERS), pose a significant threat.  This new virus is a close relative to the SARS 

coronavirus and is therefore of special concern. Currently, the majority of cases have 

been reported by the Kingdom of Saudi Arabia (KSA) but imported cases have been 

observed as far away as China and South Korea. 

 

3.7 Food and water-borne diseases 

An important driver of future emerging infectious disease risk includes the unregulated 

trade of infected animals or their products, such as importation of infected food, e.g. 

illegal game or bushmeat and caged birds. Bushmeat, an African term for the meat of 

wild animals, is a major source of protein for people in subsistence economies. Wildlife 

trade, particularly the trade for consumption, has been linked to the evolution and 

outbreak of diseases such as avian influenza, severe acute respiratory syndrome (SARS), 

Ebola, and HIV. Annually, it is estimated that 1–3.4 million tons of bushmeat are 

consumed in central Africa; 67,000–164,000 tons in the Amazon and 23,500 tons in 

Sarawak, Malaysia. The market value of bushmeat is significant, estimated at US$117 
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million annually in the Côte d’Ivoire alone, where its share of GDP in 1999 was higher 

than domestic beef production, tropical wood exports, bananas and pineapples 

combined. Bushmeat has even been transported internationally to cities such as 

London14. 

Polio is a water-borne disease that is currently in the final stages of global eradication. 

Pakistan and Afghanistan are the two remaining countries where wild poliomyelitis virus 

is still circulating. In 2015, there were more cases of polio caused by vaccine-derived 

polioviruses (VDPVs) than wild polio virus (WPV). VDPVs are very rare strains of polio 

that can mutate from the weakened poliovirus present in the oral polio vaccine when 

levels of immunization are very low. In April 2016, the world will embark on one of the 

most ambitious globally synchronized projects in the history of vaccines; 155 countries 

and territories will stop using the trivalent oral polio vaccine (OPV) and switch to the 

bivalent version of the vaccine, an important milestone in the journey to a polio-free 

world15. However polio still poses a potential infectious disease threat. In 2014 the 

pharmaceutical company GlaxoSmithKline accidentally contaminated a Belgium river 

with 45 liters of concentrated live poliovirus solution processed at a nearby sewage 

system which made its way into the country’s waterways. Polio could also potentially be 

used as a biological agent for deliberate use. 

 

4. METHODOLODY USED FOR SCENARIOS  

In the four scenarios developed for PANDEM, a number of previous studies and reports 

have been reviewed.  The EU-funded project PRACTICE - Preparedness and Resilience 

against Chemical Biological Radiological and Nuclear (CBRN) terrorism using Integrated 

Concepts and Equipment - has been of value, especially the project’s deliverables 2.1: 

Scenario template, existing CBRN scenarios and historical incidents and 2.2: reference 

set of CBRN scenarios Within PRACTICE publically available CBRN scenarios have been 

produced that can be used by European countries for emergency preparedness planning, 

education, training and exercises. The final report from PRACTICE also lists information 
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 Brownlie, J., Peckham, C., Waage, J., Woolhouse et al. (2006) Foresight. Infectious Diseases: preparing for 
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on previously developed scenarios, historical cases of CBRN terrorist events and 

accidents used in previous projects.  

Another important work is the review Assessment of human influenza pandemic 

scenarios in Europe
16

 conducted as part of the European Commission project FLURESP 

(Cost-effectiveness assessment of European influenza human pandemic alert and 

response strategies) with the aim to define a set of scenarios to be used for future 

pandemic planning (www.fluresp.eu). 

In this project, scenarios have been developed to outline strategies to conduct cost-

effective evaluations and to compare the performance of response strategies for a 

proposed scenario. Based on a literature review, the project defined a set of pandemic 

scenarios that could be used in case of future influenza pandemics. Initially, 13 

potential parameters candidates were collected for defining a pandemic scenario. Four 

parameters were selected for further use. Two virus-related parameters: CAR, (the 

proportion of the population with clinical symptoms over a specified period of time) and 

CFR (the proportion of individuals who develop influenza symptoms, and die because of 

complications). In addition, two health-system-related parameters were chosen dealing 

with the ability of the virus to produce pathologic effects, complications and impact on 

the healthcare sector. These two were HAR (the proportion of population hospitalized 

for confirmed influenza independently from the presence of complications) and ICAR 

(the proportion of hospitalizations for confirmed influenza that are treated in an 

intensive care unit (ICU) for influenza complications). For PANDEM, we draw on the 

findings in FLURESP, using the same parameter values for pandemic influenza. 

For the PANDEM project we have developed scenarios to help identify gaps and needs in 

the areas of pandemic surveillance, communications and governance as these are the 

three core areas of work packages 2-4 as shown in figure 1.  

The following overall criteria were applied to define the set of scenarios for use in 

PANDEM: the scenarios must either be inspired by or directly based on natural 

outbreaks, accidental or deliberate release events that have occurred. The scenarios 

are situations where an infectious diseases spreads and a pandemic occurs or a situation 

with disease spreads with pandemic potential. The scenarios cover a wide array of 
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emergency preparedness and response challenges posed by a pandemic. The selection 

of scenarios is not based on threat assessments. Hence, aspects such as probability of a 

natural outbreak, or in the case of deliberate use, capabilities of specific actors, ease 

of production or availability of specific threat compounds have not been used as 

selection criteria. 

All information in the scenario descriptions is based on open source information. The 

scenario descriptions are generic in order to be adaptable to a wide range of 

applications. The scenarios are not intended for modelling purposes or exercises and 

training. The scenarios consider different aspects and phases of possible pandemics 

from air borne and vector-borne transmission routes. Speed of transmission and 

possibilities of countermeasures are also considered. We have developed hypothetical 

scenarios describing; deliberate release of an agent, accidental release and scenarios 

modified from previous natural epidemics with pandemic potential that can be used to 

highlight the most relevant gaps and needs for the consortium and expert groups to 

discuss. Lessons learned during this process can be used to improve emergency response 

plans. This report presents four scenarios designed to emphasize different aspects of an 

infectious disease outbreak using different types of infectious agents. The 

characteristics of the involved agents and the settings in which they are released are 

chosen to illustrate the manifold effects that can be the result of plausible incident 

emergencies. It should be noted that different scenarios will have different time scales 

from incident initiation to late phases. 

The produced scenarios have the following set-up: scenario title, scenario justification 

(justification for the choice of scenario including references to past real events, if any, 

and the inspiration for choosing this scenario, purpose of the scenario, i.e. illustration 

of certain emergency response challenges, epidemiological challenges, etc.) and 

scenario outline (a narrative of the event).  

Pandemic influenza A (HXNX)v – natural outbreak 

The purpose of this scenario is to provide material focusing on the area of international 

management, cooperation and communication challenges during an evolving pandemic.  

Emerging respiratory disease other than influenza - Severe acute respiratory syndrome 

(SARS)/Middle East respiratory syndrome coronavirus (MERS – CoV) - natural outbreak 

The purpose of this scenario is to provide material focusing on a disease spread 

involving large nosocomial outbreaks and subsequent issues of hospital environmental 

hygiene and infection control. 
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Smallpox – deliberate release 

The purpose of this scenario is to provide material focusing on an antagonistic threat, 

clinical awareness of the disease and collaboration between law enforcing agencies and 

the health care sector.  

Venezuelan Equine Encephalitis (VEE)– accidental release from a vaccine plant 

The purpose of this scenario is to provide material focusing on the area of one-health 

and arising management issues in the interdisciplinary collaboration and communication 

between the public health sector, the animal sector and environmental agencies. 

 

5. SCENARIOS 

5.1 Pandemic Influenza 

Scenario Justification 

Novel influenza A viruses can spread rapidly worldwide, as did the influenza pandemics 

in 191817, 195718, 19681920, and 2009; cause limited outbreaks, such as the influenza A 

(H3N2) variant (H3N2v) virus causing infection in humans associated with agriculture 

fairs in the United States in the summer months of 2011, 2012, and 2013; or cause 

ongoing limited animal to human transmission of virus, such as the avian influenza A 

(H5N1) and influenza A (H7N9) viruses in multiple countries. An example of a novel 

influenza A virus that did not result in a pandemic, despite being transmissible in a 

closed setting, was the 1976 influenza A (H1N1) outbreak in Fort Dix, New Jersey. In 

1977, influenza A (H1N1) reappeared after a 20-year absence and genetic evidence 

suggests accidental release of a laboratory strain into the general population. This virus 

co-circulated with seasonal influenza until 2009, when it was presumably replaced by 

the new pandemic A (H1N1) strain.  

The severity of an influenza pandemic depends on the transmissibility and virulence of 

the virus and on the susceptibility of the population, which may vary according to age 
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 Global mortality may have been as high as 100 million during this pandemic. The virus likely originated in 

the US and then spread to Europe. 
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 The virus was first identified in China; approximately 1 million people died globally during this pandemic. 
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 The death rate from this pandemic may have been lower because the strain had a shift in the 
haemaglutinin (HA) antigen only and not in the neuraminidase (NA) antigen. 
20

 All three pandemics were characterized by a shift in age distribution of deaths to younger populations 
under age 65 (at least initially); shift was particularly dramatic during the 1918 pandemic. 
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and past exposure to influenza viruses. Even if severe disease and death occur only in a 

limited proportion of the population, as during the 2009 pandemic, it can be expected 

that any novel influenza A virus that transmits efficiently among humans and causes 

disease will cause a pandemic with significant impact (both health and economic), it 

does not necessarily follow that every newly emerging influenza virus will produce a 

severe pandemic.  

The transmission modes of pandemic influenza are expected to be similar to those of 

seasonal influenza: via the large droplet or contact (either direct or indirect) route, 

with a contribution by particle airborne route, or a combination of both. The relative 

contribution and clinical importance of potentially different modes of transmission of 

influenza are unknown. Epidemiological patterns suggest that the spread of the virus is 

mostly through close contact via the droplet or contact route. An airborne precaution 

room is not indicated for routine care. However, health-care workers should wear eye 

protection, a gown, clean non-sterile gloves and particulate respirators during aerosol-

generating procedures. 

About two-thirds of people with pandemic influenza are expected to develop clinical 

symptoms. Uncomplicated clinical symptoms of pandemic influenza are expected to be 

similar to those of seasonal influenza: respiratory symptoms; fever and abrupt onset of 

muscle ache and headache or backache. 

An influenza pandemic can begin at any time of the year, in any place in the world and 

it is expected to spread to the rest of the world within several weeks or months. The 

duration of a pandemic wave is expected to be from several weeks to a few months but 

will likely vary from country to country; within a single country, local variations may be 

seen. Most countries may experience multiple waves of different magnitudes of a 

pandemic over several years. Increased hospitalizations, excess mortality and secondary 

complications are expected to vary widely among countries and communities. 

Vulnerable populations are expected to be affected more severely. Workplace 

absenteeism is expected to be higher than the estimated clinical attack rate.  

An influenza pandemic will test the resilience of nations, businesses, and communities, 

depending on their capacity to respond. No single agency or organization can prepare 

for a pandemic on its own. Inadequate or uncoordinated preparedness of 

interdependent public and private organizations will reduce the ability of the health 

sector to respond during a pandemic. A comprehensive approach to pandemic risk 

management is required. 
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Scenario Outline 

In this scenario we have borrowed, but modified, the chronology from São Paulo Virus 

Pandemic Stress Test Scenario, Cambridge Centre for Risk Studies21.  

It all starts 

It is February. There are reports of a severe influenza-like illness that has caused a high 

number of deaths in City X in country Y beginning 1-2 months earlier. Patients are 

initially presenting with a sudden onset of constitutional and respiratory signs and 

symptoms (e.g., fever, weakness and severe fatigue, myalgia, headache, malaise, non-

productive cough, sore throat, and rhinitis). A majority of patients develops severe 

illness such as respiratory failure, encephalopathy, seizures, viral pneumonia, and 

death. As part of normal procedures under the International Health Regulations (IHR 

2005), country Y has notified WHO and in order to conduct an initial risk assessment. 

The affected country requests the WHO country office to send a team to conduct a field 

investigation on the ground. 

The WHO team finds that cases of severe illness and deaths had occurred among 

previously healthy young poultry farm workers over the preceding six months. 

Laboratory tests reveal that they are infected with a new variant of influenza virus, A 

(HXNX)v, not previously detected in humans nor in birds/poultry. The new virus is 

circulating in the poultry population but has jumped species to infect the farm workers. 

Some of the deaths are occurring in friends and family of the poultry farm workers, 

demonstrating the possibility that the virus has mutated and undergone an antigenic 

shift, and is now being transmitted from human to human. There is no vaccine available 

for A (HXNX)v but the disease responds well to anti-viral treatment, if administered in 

the first 48 hours, before the infection is too far advanced.  

The outbreak quickly escalates and public health officials are trying to track all the 

known contacts of the people known to be infected – over 10,000 people are put into 

quarantine. The death count suggests that the virulence of the virus could be very high. 

Case fatality rate estimates are initially variable, as nobody knows quite how many 

people are actually infected. A specialist team from the WHO arrives in country Y to 

investigate and support local authorities in the outbreak management. A public health 

official tells reporters that he estimates  “20% of people who catch the virus die”. The 

media reports are alarmist, with headlines such as “Deadly flu pandemic on the way”. A 

                                                           
 

21
 http://cambridgeriskframework.com/downloads  

http://cambridgeriskframework.com/downloads


H2020 DRS-2014/2015  PANDEM 

 

D2.1 Threat Analysis and Scenarios 25 

national spokesman is quick to disparage these reports and warns against unnecessary 

reactions.  

Large-scale destruction of chicken populations throughout the region is conducted to 

prevent any further spread of the virus. Poultry farms in many countries are subjected 

to testing programmes, and pockets of the virus-infected chickens are found in many 

countries, leading to widespread preventative culls of poultry populations. Governments 

do not compensate producers for birds that die of the disease itself, but it does 

reimburse for birds that have to be euthanized as a precaution. Many farmers and meat 

producers are affected. There are shortages of chicken meat on the international 

market. 

Rumours are spreading that neighbouring countries are in the process of closing their 

borders in case the containment strategy fails.  

An intense period of international meetings takes place. In Europe the Health Security 

Committee convenes daily to coordinate the response in the EU, acting as a platform for 

sharing information on countermeasures (vaccination strategies and national policies) 

and for coordinating communication to health workers and EU citizens. 

The virus causes human cases in other countries 

Human cases start to be recorded in several other countries, particularly those with 

frequent air traffic connections to country Y. United States and Southern Europe 

experience clusters of cases infected with the new virus. Surveillance and screening 

measures are in place at some international airports and major border crossings.  

Standard procedure is implemented in most countries for contact tracing and 

containment: in each case, people that the infected person has come into contact with 

are traced, placed in quarantine and given post-exposure prophylaxis. Laboratories 

become overloaded with requests to test suspected cases. They quickly face a backlog 

of several weeks, meaning that officials cannot assess the extent of infection in the 

population. Eventually public health laboratories give up on conducting tests, and resort 

to only testing sample sub-sets. 

WHO is mobilizing its surge capacity through its Emergency Program and Platform, and 

is providing situation updates, risk assessment and technical guidelines through the 

Event Information Site, the WHO website, communications with Member States and 

through dedicated networks. The Director General of WHO, advised by the Emergency 

Committee under the IHR, declares a Public Health Emergency of International Concern 
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(PHEIC) i.e. an event which is determined to constitute a public health risk to other 

states through the international spread of disease and to potentially require a 

coordinated response. The WHO Emergency Platform coordinates the response to the 

widening outbreak and continuously conducts global risk assessments through IHR (2005) 

mechanisms. Within one month of WHO receiving the first virus sample, candidate 

vaccine viruses are available from which vaccine seed strains and control reagents are 

made available in the next two months. The Strategic Advisory Group of Experts on 

immunization at the WHO provides early recommendations on vaccine target groups and 

dose. 

Deaths in countries across the world start occurring about two weeks after the index 

cases in each country. Media focus on reporting the incidence of people who are 

infected and highlight the deaths. Personal knowledge of someone infected increases 

the awareness of many in the general public and social media help to personalize the 

pandemic. Fear that there is a deadly disease circulating for which there is no medical 

treatment is spreading rapidly. People advocate withdrawing children from school and 

staying away from workplaces or other social contacts. Public health officials and 

political leaders in each country try to respond to these fears with public 

announcements and reassuring messages. In some countries politicians warn of the 

economic impact of a ‘pandemic’ false alarm and question the severity of the 

pandemic. 

Many people from North America and Europe cancel their travel to the outbreak? region. 

The airline industry sees major drop-off in demand. International tourism is affected. 

Public health officials are still grappling with understanding the characteristics of the 

virus, but identify that it has a high infectiousness index (R0). This is a period of major 

uncertainty, with a lot of commentary, opinion, and news coverage, but few facts. 

Since reliable case-fatality ratios will only be available in later stages of a pandemic, 

some countries with developed surveillance systems compile data on other parameters 

to describe the severity of the disease from sentinel surveillance that uses a 

representative sampling system such as the proportion of cases of pneumonia that are 

influenza positive; the ratio of hospital admissions and deaths attributed to respiratory 

causes to total admissions at the sentinel site; the proportion of hospital admissions 

attributed to respiratory causes that require mechanical ventilation or die; the 

proportion of influenza admissions, intensive-care admissions and deaths with pre-

existing medical conditions. 
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A random sample surveillance test for City X virus antibodies in the human population in 

City X suggests that infection rates have been much higher than previously estimated. 

This means that there is likely to be significant numbers of people with asymptomatic 

infections that are spreading it to others and the estimated case fatality rate is lower 

than originally suspected. It is estimated that it is not likely to contain the spread by 

identifying contacts of people with severe symptoms.  

Many countries start ordering anti-viral drugs to top up their stockpiles, but demand 

exceeds supply.  

The spread of cases of the virus is now apparent on multiple continents, with cases 

increasing week by week. Health clinics are swamped with people with suspected flu 

symptoms and people worried that they may be infected. The weekly requests by the 

WHO for data are overwhelming for some countries, particularly those with limited 

epidemiologic and laboratory capacity. Focus in most countries is on laboratory-

confirmed cases and not on a surveillance model that relies on syndromic surveillance. 

Public health officials in some countries produces weekly updates that track national 

indicators of influenza spread and severity while noting global influenza activity. 

A pandemic is declared 

After a detailed review of the available data, WHO declares a public health event of 

international importance. Countries that have advance purchase agreements with 

vaccine producers effectuate them. There is a debate in the media about the process of 

declaring a pandemic and whether the decision is influenced by built-in institutional 

incentives in the contractual agreements with pharmaceutical companies. Voices are 

also raised about the safety of the vaccine. This debate however quickly evolves into a 

debate on ethical concerns and questions of prioritization in terms of access to medical 

products and health care.   

Most countries have their own national pandemic plan, each is a mix of allocating public 

healthcare resources and prioritizing pandemic treatment, a pharmaceutical strategy of 

providing drug stockpiles to frontline healthcare services, and non-pharmaceutical 

strategies of reducing contact rates in the general public. A majority of the national 

plans in the world have not been updated since the last pandemic in 2009 and are not 

available in English, which impedes rapid communication and coordination between 

neighbouring states during the crisis.  

Several countries implement their vaccine procurement plans and their distribution and 

deployment plans for antivirals, vaccines and other pharmaceuticals.  
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During the pandemic, countries continuously assess and determine whether 

cancellation, restriction or modification of mass gatherings is warranted, and if 

implementing social distancing measures such as school closures and other societal-level 

disease control measures including adjusted working patterns, as indicated in national 

plans, is warranted. 

WHO reiterates that the IHR (2005) requires that Member States who implement 

unilateral measures that interfere with international traffic and trade must inform the 

WHO and that they also provide a public health rationale and scientific justification for 

those measures. During the course of the pandemic countries employ a confusing array 

of unilateral countermeasures, depicted in the media as worrisome and detrimental for 

public trust in public institutions.  

Companies find that a growing number of their employees are on sick leave each week. 

They struggle to maintain business operations. Many companies are affected by 

absenteeism by staff who are sick, nursing sick family members, or unwilling to come to 

work. Essential services such as power, water, trucking delivery, and other commercial 

activities are impacted by periods of service failures, caused by the absenteeism of 

staff.  

At the local level first responders are struggling with an increasing workload. From the 

arrival of the pandemic in a country, it generally takes one to two weeks until sporadic 

cases and small clusters acting as initiators of local epidemics are occurring across the 

whole country i.e. once in the country, it spreads to all major population centres within 

one to two weeks. Peaks are reported only 40-50 days after initial entry into a country. 

People are highly infectious for up to five days from the onset of symptoms (longer in 

children and those who are immunocompromised) and are absent from work for up to 

ten days. On average the length of the pandemic for each region is 12-15 weeks. 

Employees are ill with flu and a quarter of staff in total show morbidity and hence are 

absent from work for a period over the whole course of the pandemic. But there may 

well be more than one wave, with absence from work being spread across those waves. 

Staff also need to care for children or other family members who are ill with influenza 

and to care for well children because of the closure of schools and childcare settings.  

Clinical capacities are stretched, hospitals are heavily impacted and several emergency 

departments, particularly paediatric emergency units, are extremely stressed. Some 

have to set up special units in parking lots during the peak period.  
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Intensive care units (ICUs) are also put to the test. Many hospital ICU’s reports shortness 

of dialysis machines and ventilators. Typically, health care services cancel non-

emergency hospital admittance, and set up layered healthcare provision, including 

increased clinic and GP consultation capability, streamlined drug prescription processes, 

emergency hospital wards and improvised overflow bed facilities, prioritized critical 

care facilities, ventilators and emergency equipment. Even so, the demand for medical 

treatment is typically exceeded and a sudden demand for extracorporeal membrane 

oxygenation (ECMO) capacity is experienced in most of the countries. Health care is 

triaged with prioritization for life-threatened cases but many health care facilities do 

not have optimum routines in place for proper triage incorporating infectious disease as 

a parameter. There is no official advice provided about suspending workplace activity. 

Public transport is still operating, but timetables are heavily impacted by a reduced 

workforce. ICUs in general have more problems with staffing than with equipment. 

Workers become exhausted from caring for young adults who requires long periods of 

intensive care. Reports are revealing that many cases have presented with no fever and 

clinicians are debating whether this is different from seasonal flu.   

Another finding is that gastrointestinal (GI) symptoms are common in City X cases, more 

than is commonly associated with seasonal flu. This raises the possibility that some 

patients will be able to transmit infection by shedding virus in their stool. Another 

finding less common than expected in cases is that of bacterial co-infections, probably 

due to a lot of antibiotic use and earlier vaccination against strep pneumonia in many 

countries. Among patients who get severely sick, some shows signs of suffering a 

"cytokine storm," an overly intense immune response that floods the bloodstream with 

pro-inflammatory chemicals and causes the lungs to fill up with fluid. There is also 

increasing reports on severe cases presenting with “heliotrope cyanosis” as occurred in 

the pandemic in 1918.  

Local hospitals, first responders and funeral directors are struggling with rising numbers 

of casualties, not enough places are available to refrigerate remains so most people are 

embalmed immediately and stored at funeral homes. Use of mobile refrigerators is an 

option in some places. Since funeral services are not conducted as usual, people needs 

to mourn in a proper manner is curtailed and contributes to society’s overall levels of 

anxiety and unrest. The question of possible mass burials or cremations is raised by 

responsible officials. 

In some countries, the army is drafted to maintain essential services. In the media, 

headlines are filled with polemic statements on skewed prioritization in terms of 
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vaccination schemes and anti-viral prescriptions. Rumours that GPs are prescribing anti-

virals for family and friends circulate.     

In order to assess the ongoing impact of the pandemic, countries with developed 

surveillance systems compile data on several indicators such as daily hospitalization 

rate: the number of persons in a given population who are hospitalized each day, 

expressed in terms of confirmed or suspected cases; the proportion of emergency 

department visits attributed to pandemic influenza; the proportion of emergency 

department visits that require hospitalization; the proportion of hospitalized cases that 

require admission to an intensive-care unit or require mechanical ventilation; the 

proportion of all hospital beds occupied by patients with pandemic influenza and the 

percentage of overall laboratory capacity directed to influenza testing.  

The increasing caseloads now make it possible to measure some indicators with more 

confidence. CFR is 0.8 - 2.0% and CAR 25-35%, hospital admission rate 2-4%, intensive 

care admission rate 5-35%, albeit lower in countries applying rapid anti-viral treatment 

and with the early possibility of vaccinating large parts of the population22. The age 

mortality profile of the disease is giving cause for concern. The highest impact is on the 

young and the old, but young adults are also badly affected, with age ranges from mid-

teens to 30s – economically productive young people – suffering mortality rates above 

the population average. Reported at-risk groups are children younger than 5, especially 

children younger than 2 years old, adults 65 years of age and older, pregnant women 

(and women up to two weeks post-partum) and people who have underlying medical 

conditions. 

During the course of the pandemic, countries address the psychological impacts of the 

pandemic, especially on the healthcare workforce, and provide social and psychological 

support for healthcare workers, patients and communities. 

Time to vaccinate23 

WHO holds an initial teleconference with WHO Collaborating Centres and Essential 

Regulatory Laboratories early on in the process. At twice-weekly, then weekly and later 
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 From the worst case scenario in Assessment of human influenza pandemic scenarios in Europe.  
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 The timing of the vaccination phase is a major variable in the development of the scenario. If it can occur 

fast enough, then mortality can be significantly reduced, the spread of the epidemic reduced and the 
overall impact mitigated. In this scenario, it is assumed that vaccine becomes available in quantity six to 
seven months after the pandemic outbreak. It occurs around the peak of the infection wave in some 
countries but after the peak in most countries. 
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fortnightly teleconferences, information is shared on virus characterization, risk 

assessment and vaccine-strain development and selection. The first candidate 

reassortant vaccine virus is available after about one month, and the first reagents for 

vaccine potency assessment are available after about two months. There are continuous 

announcements about the status of vaccine trials, the approval for use by the EMA, the 

commencement of manufacturing processes, and the likely arrival dates of vaccine. 

Tests show that the vaccine has limited side effects and an efficacy of 75% – (the 

percentage of those vaccinated who will not become infected if they are exposed to the 

virus). However, in the media voices are raised over concern for side effects and 

references are made to the cases of narcolepsy induced by the pandemic vaccine in 

2009. On the national level a lot of communication effort is employed in order to 

initiate and sustain an optimal vaccination campaign.  

Just as the number of infected people is reaching very high levels, supplies of vaccine 

start to arrive in most countries, this has taken approximately 6-7 months. It is a race 

against time. As more of the population is vaccinated, the pandemic slows its progress. 

Global production is maximized but global demand is high. Each country has access to a 

small number of vaccines which arrive at a slow rate, so vaccination must be 

prioritized. Front-line healthcare workers and certain at-risk groups (pre-existing 

medical conditions, elderly, pregnant women) are first followed by children. 

Vaccination centres are set up, and members of the public are allocated an 

appointment date for their vaccination. Vaccine has to be kept refrigerated, even in 

transit. There are long queues of people at each vaccination centre but the processing 

of large numbers of people is very efficient. The mood of the general public becomes 

more positive as it becomes apparent that the vaccination programme is beating the 

pandemic.  

Things are looking brighter 

The wave of illness has peaked; the number of new cases is diminishing week by week. 

The expectation is that the first wave of the pandemic is over, as the peak marks 

roughly the half-way phase in first wave of a pandemic. 

Some authorities allow schools to re-open and other public activities to resume. In many 

places where this occurs, infection rates suddenly increase again within a few days, 

forcing authorities to reinstitute their controls. There is a frustratingly slow progress 

towards returning to normal life. It is evident that it will be a long slow process to stop 

the pandemic.  
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Absenteeism continues to cause disruption across multiple economic sectors. The public 

is losing tolerance. Individuals who have been vaccinated, and those who have had the 

flu and recovered, are ‘the immune’ – they are unlikely to become infected and can 

return to work.  

The second wave  

The following winter sees a very severe seasonal influenza wave among the population 

as the new virus co-circulates with seasonal influenza viruses and infects susceptible 

individuals displacing A (H1N1) as the endemic seasonal flu strain in common 

circulation. In this wave, many elderly and young children catch the disease and are 

made unusually sick as a result. Death rates are unusually high in the elderly. This 

resurgent wave of the virus causes another period of disruption over the winter, with 

absenteeism resulting from employees having to look after old and young relatives 

affected by the new influenza wave. During the second wave, the virus acquires 

resistance to oseltamivir and people treated with the drug no longer respond. This 

deprives medical science of a key weapon against the virus and increases the death toll 

of the winter wave. The circulation of a strain that is resistant to antivirals is a major 

concern to public health officials. An emergency programme of drug development to 

find a new treatment for the new strain is initiated. The resurgence of the pandemic 

reduces public morale, with the realization that the new influenza virus is going to be 

around for a long time, causing an elevated level of winter influenza deaths in most 

countries for at least several years to come. 

 



H2020 DRS-2014/2015  PANDEM 

 

D2.1 Threat Analysis and Scenarios 33 

Figure 7 Timeline of events for pandemic influenza 
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5.2 Emerging respiratory disease other than influenza (SARS/MERS 

CoV) 

Scenario Justification  

The epidemic of SARS (Severe acute respiratory syndrome) appears to have started in 

Guangdong Province, China in 2002, and the first case was reported in November. The 

patient, a farmer, was treated at Foshan No. 1 People's Hospital where he recovered, 

but set up a trail of infections that was rapidly spread through China. The disease was 

spread to Hong Kong by a mainland doctor who arrived in February and stayed at the 

Metropole Hotel, infecting 16 international hotel visitors. By March 2003, SARS had 

become a global threat. The SARS outbreak of 2002-2003 was eventually spread to 29 

countries, causing over 8,000 infections and at least 774 deaths. Because many cases 

were hospital workers (21%; n=1707) SARS had the potential to shut down health care 

services. By imposing strict quarantines and isolation on exposed persons, including 

dedicated medical personnel, SARS was contained and extinguished by July 2003.  

SARS is particularly dangerous to handle in the laboratory because there is no vaccine. 

The SARS virus is transmitted through the aerosol/droplet mechanisms; the very large 

Amoy Gardens outbreak in Hong Kong (321 cases) was traced to infectious aerosols. 

There have been multiple escapes from virology laboratories: one each in Singapore and 

Taiwan and four (or more) separate events from the same laboratory in Beijing. About 

5% of SARS patients are “super-spreaders” who pass the infection to many secondary 

cases. One case (ZZ) spread SARS directly to 28 persons during an 18-hour 

hospitalization, before transfer to another hospital where he infected 93 hospital 

personnel. At a third hospital he infected 23 staff and 19 patients, and at a forth 

hospital, 20 staff. Another super-spreader, originally infected by ZZ in China, visited 

Hong Kong, fell ill and remained in his hotel room, but still managed to spread SARS to 

10 secondary cases whose only associations were use a common elevator or hallway. 

These were international tourists who were responsible for spreading SARS to Canada, 

Ireland, US, Singapore, and Vietnam.  

Interestingly, it was reported from Beijing in April 2004 that a 20-year-old nurse fell ill 

after nursing a 26-year-old laboratory researcher. The researcher had worked at the 

Chinese National Institute of Virology (NIV) in Beijing, which is part of China’s Centre 

for Disease Control (CDC), and which was the major centre for SARS research. 

Subsequent investigation at NIV identified an unrelated laboratory infection and a total 

of nine cases including health care workers and their family contacts.  
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The Middle East respiratory syndrome coronavirus (MERS-CoV) was first detected in the 

Kingdom of Saudi Arabia (KSA) in 2012, and causes severe acute respiratory tract 

infection in humans, with a high case fatality rate (CFR).  CFR has been reported as high 

as 36%, but this might be an overestimation due to unreported mild or asymptomatic 

cases. Dromedary camels are believed to be an important reservoir host or vector for 

human infection. Bats have also been implicated. As of November 7, 2015, 1,495 

laboratory-confirmed cases of human infection with MERS-CoV had been reported to 

WHO, including at least 528 deaths. MERS-CoV cases have subsequently been recorded 

in 26 countries, but all cases can be traced back to the Middle East as the source of 

infection. Recent MERS-CoV clusters in South Korea are thought to be the largest 

outbreak outside the Middle East countries, as of 25 July 2015, with 186 laboratory-

confirmed cases and 36 deaths.  

SARS and MERS-CoV both belong to the genus Beta-coronavirus and share a close 

phylogenetic relationship based on their genomes. If MERS-CoV were to adapt more 

efficiently to humans, as SARS-CoV appears to have done, an epidemic with a mortality 

rate exceeding that of SARS could be expected. Thus far, MERS-CoV has not yet 

developed efficient human-to-human transmission. In order to make a proper risk 

assessment of viral infection, the route of transmission, receptor usage and cellular 

tropism must be known. SARS-CoV enters permissive host cells by an interaction of its S 

protein with the ACE2 receptor, MERS-CoV appears to use a different receptor to enter 

host cells; the DPP4 receptor. However, it was determined for SARS that only two amino 

acid changes in the S protein is needed to develop human to human transmission. For 

MERS-CoV, the cross-over from animals to humans seems to be easier because these 

changes do not appear to be necessary. Based upon the known cellular and tissue 

tropism, as well as the mode of transmission, MERS-CoV and SARS appear to behave 

similarly. They are both capable of infecting human bronchial epithelium, causing 

severe lung pathology.  

Interestingly, a recent article by Wang and colleagues (2015) reported detailed genomic 

analysis of the virus implicated in the first known case of MERS-CoV in China. They 

describe 11 amino acid substitutions, 8 of them shared with the South Korean strain and 

MERS-CoV strains recently circulating in Saudi Arabia: They also define a recombination 

event that may have contributed to enhanced human-to-human transmission and the 

rapid spread of the virus in South Korea. “Viruses continually adapt and change, 

evolution may be slow, but it never stops”. WHO experts say; “cases will continue to be 
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exported to other countries. If export were to a country with a weak health 

infrastructure, a much larger outbreak than was seen in South Korea might occur” 

Scenario outline 

This scenario is based on a hypothetical situation involving a mass gathering. The Hajj, 

the annual pilgrimage to Mecca, Saudi Arabia, is the largest mass gathering in the 

world, attracting millions of pilgrims from all over the world. The peak times of 

pilgrimage are during the last ten days of Ramadan. During this time, people share 

crowded spaces and experience extreme heat and exhaustion, wearing down their 

immune systems. The risk for rapid spread of communicable diseases drastically 

increases during Hajj, and many of the diseases transmitted in Saudi Arabia might not 

become evident until after pilgrims have left. The disease has an incubation period of 

up to two weeks before symptoms become apparent, making it important for home 

countries be on alert when pilgrims return home in order to minimise the spread of 

MERS-coronavirus. However, many pilgrims return to countries with weak surveillance 

and health systems and more than half of prospective pilgrims have never heard of 

MERS-CoV.  

The Hajj began on September 21 and was expected to draw more than two million 

travellers, soon after Saudi Arabia's capital was battling a large hospital-linked MERS-

CoV outbreak, with small hot spots detected elsewhere. By the end of September, a few 

days after the Hajj began, incidence of MERS-CoV cases was announced with 21 MERS 

infections in the city of Medina, all but one of them were over 65 years of age. Later 

that week, the executive director of the Infection Prevention and Control Department 

confirmed MERS cases amongst health care workers. Due to the rapidly increasing 

number of MERS-CoV cases, a difficulty of applying quarantine measures and preventive 

measures arose. After more than 50 people, including hospital staff, contracted MERS, 

authorities shut the emergency ward at one of the largest hospitals. 

As of October 12, (three weeks later) a further 90 laboratory cases of MERS, including 

45 deaths were reported to WHO worldwide. The first patients with confirmed MERS-

CoV infection outside Saudi Arabia died at the beginning of October. The largest number 

of MERS-CoV cases were reported from Saudi Arabia, where 70 new cases were 

confirmed. Countries outside Saudi Arabia reporting a total of 20 cases are Jordan, 

United Kingdom, Italy, Germany, France, Tunisia, Qatar and United Arab Emirates. Most 

cases of MERS-CoV infection were reported from travellers returning from the Middle 

East and from their close contacts (some without a travel history), suggesting person-to-

person transmission. This type of transmission was later confirmed by full-genome 
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sequencing of MERS-CoV isolates. The median incubation period was found to be 5.2 

days, and 95 % of patients estimated to have symptom onset within 12.4 days. The 

estimated serial interval was 7.6 days. In a UK family cluster, of 33 close contacts (20 

household and 13 non-household), only two cases of MERS-CoV infection were confirmed 

(6% attack rate). The basic reproduction number (R0, the number of secondary cases 

every index patient is expected to infect in a fully susceptible population) of MERS-CoV 

was calculated to 0.6–0.7. However, of the additional 470 patients recognized in the 

following weeks, 420 (89%) needed intensive care and 340 (72%) mechanical ventilation. 

The median time to mechanical ventilation was 7 days (range 3–11) and median time to 

death was 14 days (range 5–36). Most patients received oseltamivir, an antiviral drug. As 

of October 21, 900 laboratory-confirmed cases of MERS and 400 deaths were reported to 

WHO, worldwide. One study showed that siblings who are not immunocompromised 

manifest only mild respiratory illness and do not need hospital admission. 

Interestingly, a change in the clinical pattern of MERS cases was noticed at the end of 

the year.  Previously half of all MERS-CoV patients were older than 50 years with 

comorbidities such as diabetes, heart disease and chronic renal diseases. Now, MERS 

seems to be transmitted more rapidly, and has resulted in 8422 cases and 916 deaths 

(case-fatality rate 11%). For some reason the mortality is lower and the asymptomatic 

cases are fewer. Based on these latest findings, the clinical features of MERS-CoV 

disease bear some resemblance to those seen in patients with disease caused by SARS. 

Although the data show similarities in clinical presentation between cases of MERS-CoV 

and SARS, some important differences are still present.  

Most importantly, when analysing sequence data from the previous epidemics, and  

comparing isolates from the latest outbreak, several mutations in the gene encoding the 

spike (S) protein were found. Furthermore, when comparing with the first MERS Co-V 

cases in 2012, 15 amino acid substitutions were recognized in the receptor binding 

region, eight of which were present in the South Korean strain. The same recombination 

event that may have contributed to enhanced human-to-human transmission and more 

rapid spread of the virus was also identified. 
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Figure 8. Timeline of events for MERS-CoV 

 

5. 3 Smallpox  

Scenario Justification  

Smallpox is a serious, contagious, and often fatal infectious disease. It is one of the 

oldest recorded infections of mankind. This agent, also known as Variola, is likely to 

have evolved through adaptation to humans from a rodent cowpox-like virus24 via an 

intermediate host, such as cattle. The earliest descriptions of smallpox date from 10, 

000 B.C. in Asia and India. Subsequently, the spread of infection can be traced to 

Pacific Rim countries in the East and Europe and North Africa in the West. By the 17th 

century, smallpox had been introduced into North America from Europe. There is no 

specific treatment for smallpox disease, and the main prevention is vaccination. Two 

clinical forms of smallpox exist, Variola major and Variola minor. Historically, Variola 

major had an overall fatality rate of about 30%. Variola minor is a less common 

presentation of smallpox, and is less severe, with historic death rates of 1% or less. At 

its peak, namely when the WHO decided to initiate an eradication program, 10–15 

million cases occurred annually (Fenner 2002). In 1980, the WHO declared smallpox 

                                                           
 

24
 Variola belongs to the orthopoxvirus genus, which also includes monkeypox, vaccinia, cowpox, and other 

Viruses. 
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eradicated from the world and the last known natural case occurred in Somalia in 1977. 

Since then the virus only exists in two laboratories in the world, one in the USA and one 

in Russia. 

The identification of anthrax in the United States Postal System in 2001 generated a 

new sense of awareness of the potential threat of biological terrorism. The Centre for 

Disease Control and Prevention (CDC) has classified smallpox as a ‘Class A Bioterrorist 

Threat’, i.e. the most dangerous class. The ease of transmission of this agent, the lack 

of immunity in the population at large and the possible rapidity of its spread, if 

released, all generate significant concern about its deployment. 

In an article published in Lancet 200625 states that: 

“A former deputy director of the Soviet Union’s bioweapons programme has written 

that their laboratories produced smallpox in large amounts and weaponized it for use 

in war. Scientists leaving the former Soviet Union could have illegally carried stocks of 

the virus to rogue nations. There is no proof that such transfer has happened, but no 

way of proving that it has not. Over the years allegations have been made that Iraq, 

Iran, North Korea, and other nations may have the virus, this has never been verified 

and during 2003 American scientists found no evidence of a smallpox bioweapons 

programme in Iraq.” 

Release of the virus from one of the two laboratories is unlikely, but the virus might still 

exist in frozen tissue samples taken before control measures were implemented. From 

such a source, it could be cultured by skilled microbiologists. Thus, a terrorist supported 

by the resources of a rogue state could be able to procure and deploy smallpox. An 

attack using the virus would likely involve relatively sophisticated strategies and would 

deliberately seek to cause public panic, disrupt and discredit official institutions, and 

shake public confidence in government. The Variola virus is potentially a good 

bioterrorism agent since the disease has a high mortality rate, can be spread by aerosols 

and immunity in the population is low. It is also easy to grow, and by analogy with 

related viruses, can be lyophilized to protect it from heat. Poxviruses can survive in 

aerosol form, particularly in cool, dry environments, but are killed by ultraviolet light 

and most commonly used hospital disinfectants. 

                                                           
 

25
 http://www.thelancet.com/journals/lancet/article/PIIS0140673606681439/abstract  

http://www.thelancet.com/journals/lancet/article/PIIS0140673606681439/abstract


H2020 DRS-2014/2015  PANDEM 

 

D2.1 Threat Analysis and Scenarios 40 

Although an initial release of smallpox could potentially infect a large number of 

people, secondary spread would take some time because of the long incubation period 

and the close contact required for transmission. Hospital personnel and household 

contacts are at the greatest risk of becoming infected. Patterns of transmission would 

vary substantially, depending on the severity of circulating disease, vaccination status, 

environmental and socioeconomic factors and the setting of an outbreak. 

The portal of entry for Variola virus is usually through the oropharyngeal or respiratory 

mucosa. The most common mode of transmission in natural-occurring disease is 

aerosolized respiratory droplets transmitted through both normal respiration and 

coughing. Short-distance transmission is most common, but long-distance has been 

identified. Transmission also occurs through direct contact i.e. active virus shed from 

skin lesions and infected bodily fluids. Transmission via body fluids has been 

demonstrated from contaminated linens, towels and blankets. Smallpox has no non-

human host and no subclinical carriers. The virus is not secreted from the respiratory 

tract until the end of the prostrating prodromal period so most patients are very sick 

when infectious, limiting transmission.  

Smallpox patients should be placed in private rooms with negative air-pressure 

ventilation. Air pressure ventilation should be monitored daily. The use of external air 

exhaust is implemented where possible; high-efficiency particulate air (HEPA) filters are 

used if the air is recirculated. Healthcare personnel caring for patients with suspected 

and confirmed smallpox are instructed to wear a fit-tested N95 or higher-level 

respirator for respiratory protection. Respiratory protection is recommended for all 

healthcare personnel. 

Concern over Variola’s potential use in bioterrorism has resulted in a rapid growth in 

research related to this disease. Modern molecular techniques and new animal models 

are advancing our understanding of smallpox and its interaction with the host immune 

system. Rapid progress is also being made in smallpox laboratory diagnostics and 

smallpox vaccines, but not with antiviral medications.  

Several nations are maintaining stockpiles of smallpox vaccine for use in the event the 

disease is reintroduced. On the global level an emergency smallpox vaccine stockpile 

has already been created by WHO to ensure smallpox vaccine is immediately available if 

needed. This emergency stockpile consists of a physical stock in Switzerland and a 

pledged component by different countries. The management of this stockpile includes 

standard operating procedures for vaccine requests and deployment agreements with 
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donating countries, availability of new vaccines and a protocol for monitoring adverse 

events. Containment or “ring” vaccination is the primary vaccination strategy most 

likely to be used in affected countries (i.e. confirmed or suspected cases are isolated 

and their contacts are traced and vaccinated). This strategy was successfully used to 

eradicate smallpox worldwide and remains the preferred modus operandi even though 

the strategy has its opponents with some researchers arguing that pre-exposure mass-

vaccination would be better. The presumed effectiveness of ring vaccination is derived 

from the epidemiologic characteristics of smallpox, including the long incubation 

period, the close contact required for most transmission, the lack of infectiousness 

during the prodromal period, the severity of illness among those most likely to transmit 

the disease and the effectiveness of post-exposure vaccination.  

National and international public-health agencies have drawn up plans to help with 

early detection of, and response to a smallpox outbreak. These plans are highly 

dependent on the healthcare providers ability to recognize the clinical features of 

smallpox and to distinguish it from other illnesses characterized by rashes.  

Scenario Outline 

In this scenario the chronology is borrowed, but modified, from Smallpox: An Attack 

Scenario (Tara O’Toole, Johns Hopkins School of Public Health, Baltimore, Maryland, 

USA, 1999).  

Regional and local level 1 

January 1 

In a large and densely populated city a 15-year-old girl visits a hospital emergency room 

with fever and severe muscle aches. She has a high fever, is pale and shows a slight 

decrease in the number of white blood cells in the blood. Clinical examination and 

laboratory results are otherwise normal. She is presumed to have a viral infection and is 

sent home with instructions to drink fluids and take prescribed non-steroidal anti-

inflammatory drugs (NSAIDs) for muscle aches.  

Later that day, a 33-year-old carpenter arrives at the emergency room with chills, 

severe lower backache, headache, and vomiting. She also appears pale, has a high fever 

and a pale erythematous rash on the face. The patient arrived home from a vacation 

spent in another country nine days earlier. A diagnosis of dengue or Zika fever is 

considered, and the patient is discharged with prescribed NSAIDs and instructions to 

drink a lot of fluids. 
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January 2 

Six young adults in their twenties come to the city’s university hospital emergency room 

with influenza like symptoms and are sent home. 

January 3 

The young girl returns to the emergency room after collapsing in class two days after 

her first visit. She now has a red, vesicular rash on the face and arms and appears 

critically ill. Her temperature is 40⁰ C and her blood pressure is normal. She is admitted 

to an isolation room with a preliminary diagnosis of chickenpox. She has had no contact 

with others known to have chickenpox. 

January 4 

The carpenter first seen on January 1st returns to the emergency room by taxi early in 

the morning. She too has a vesicular rash and appears severely ill; she is admitted to an 

isolation room with the suspected diagnosis of adult chickenpox.  

January 5 

Early in the morning a newly-attending clinician, specialist in infectious disease,  

examines the student and the carpenter, both of whom have vesicular rash on the arms, 

hands, face and feet. The skin lesions are evolving in phase. The possibility of smallpox 

is raised. The infectious disease specialist takes a specimen from the carpenter’s skin 

lesions and sends it to a national designated BSL-4 lab. 

The hospital declares an emergency. The two patients are moved to negative-pressure 

rooms with HEPA-filters. Visitors and hospital staff not already caring for and in contact 

with patients are forbidden to enter the floor. Infection-control staff begin interviewing 

staff to determine who has been in face-to-face contact with the patients during initial 

emergency room visits and admission.  

There is initial confusion about the proper operational procedure at the hospital and 

about when and how the alarm should be raised. Who should be called?  

First responders are arriving at the scene - organizational matters including the sharing 

of responsibilities between the police, fire brigade, and ambulance personnel must be 

clarified quickly. They discuss personal protection equipment and decontamination 

equipment. 
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The forensic process requires close cooperation between many authorities and experts 

and requires forensic awareness in first responders.26   

Police help maintain order and ensure that no patients, staff or visitors leave the 

hospital until all occupants have been identified and their addresses recorded. Visitors 

are perplexed and upset by police refusal to allow anyone to exit the hospital. No 

explanation is given for the containment. Ambulances are redirected to other hospitals. 

The rumour that smallpox has broken out spreads through the building, as do rumours 

that there is a terrorist in the building. Media personnel arrive and demand access to 

the hospital and affected patients. Rumours circulate that the contagious disease might 

be meningitis, anthrax, Ebola virus, monkeypox, smallpox and measles. Visitors, non-

essential personnel and new patients are blocked from entering the hospital.  

January 6-7 

The specimen has now been analysed at the national BSL-4 public health laboratory. 

The diagnosis of smallpox is confirmed after about 24 hours and the police begin a 

criminal investigation. International notification is made through the IHR/WHO 

reporting system.  

The need to vaccinate and isolate all contacts of the patients is discussed. No one is 

allowed to leave the hospital premises until all persons are identified so that they can 

be vaccinated as soon as vaccine can be obtained from the national stockpile. The 

national agency responsible for the national stockpile recieves a request for smallpox 

vaccine to be made available for hospital staff and patient contacts, and prepares to 

release smallpox vaccine for patient contacts and the health-care teams caring for 

hospitalized patients. 

Global level 1 

International news that citizens from several European countries and the United States 

appears to have become ill with smallpox breaks. A radical terrorist group declares that 

they have deliberately released the virus in a large European airport. The spread of 

                                                           
 

26
 “Forensic evidence may be crucial for the conviction, or clearance, of a bioterrorism suspect in court. It can 

also provide intelligence information to guide the on-going investigation, link the incident to earlier attacks 
and find the origin of the biological material. Therefore the responsible agencies must secure forensic 
evidence (from the microbial agent) and perform an analysis in a quality-controlled system. Moreover, the 
results of the analyses should be reported so that they are correctly understood and used by the legal 
authorities and ultimately the court.” FORENSIC RESPONSE PLAN AND IMPROVED FORENSIC SAMPLING AND 
DNA ANALYSIS.  
http://www.anibiothreat.com/final/Deliverable4.3_final.pdf.  

http://www.anibiothreat.com/final/Deliverable4.3_final.pdf
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smallpox was enabled by aerosols mechanically generated using handheld atomizers 

spraying virus into the air and releasing aerosols into the ventilation system.27 About 20 

people were exposed and infected and travelled to their respective countries. These 

cases were not detected but a second generation of cases were subsequently identified 

in 10 countries.  

An intensive period of international meetings take place. In Europe the Health Security 

Committee convenes daily to coordinate the response in the EU, acting as a platform for 

sharing information on countermeasures (vaccination strategies and national policies) 

and for coordinating communication to health workers and EU citizens. The meetings 

are frequent and the participant list expands to include actors from different sectors of 

crisis management throughout the outbreak. The outbreak constitutes an evolving 

terrorist act necessitating good communication and cooperation between international 

law enforcement agencies and, at the EU level, agencies that are engaged in 

preparedness and response planning to combat serious threats to health. In this case 

European Union’s Judicial Cooperation Unit, Europol and the European Network of 

Forensic Science Institutes are contacted by some countries for advice in order to 

secure laboratory practices so that results can be used during legal prosecution (e.g. 

accredited sampling and measurement procedures; chain of custody etc.). 

WHO institutes an Emergency Committee to advise the Director General on preparation 

and response), and declares that the situation constitutes an public health emergency 

of international concern (PHEIC) i.e. an extraordinary event which is determined to 

constitute a public health risk to other states through the international spread of 

disease and to potentially require a coordinated response. WHO also activates the WHO 

Emergency Platform to scale up the response to the widening outbreaks and 

continuously conducts global risk assessments through IHR (2005) mechanisms. 

Early in the process countries impose strict isolation of cases, and citizens in afflicted 

countries self-impose social distancing measures. The outbreaks rapidly escalate in all 

the affected countries and public health officials try to track all known contacts of the 

people known to be infected – people are put into quarantine.  Rumours are spreading 

that a number of neighbouring countries are in the process of closing their borders. 

                                                           
 

27
The perpetrators had acquired/created bulks of an suitable preparation of smallpox virus, together with a 

system capable of generating the necessary fine aerosolized particles that would remain suspended in the 
air rather than falling quickly to the ground and would not be removed by standard air-filtration systems 
(Smallpox and bioterrorism: Public-health responses, Journal of Laboratory and Clinical Medicine 2003) 
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Travel restrictions for the affected countries are implemented rapidly and several 

countries are heavily affected by the decision. WHO reiterates that the IHR (2005) 

requires that Member States who implement unilateral measures that interfere with 

international traffic and trade must inform the WHO and provide a public health 

rationale and scientific justification for those measures. 

Regional and local level 2 

January 7 and onwards 

It is presumed that a bioterrorist attack has indeed occurred and there is concern that 

other attacks might also have taken place that have not yet been identified or that 

further attacks might follow.  

A debate ensues concerning the merit of vaccinating all hospital staff and visitors at all 

facilities where a single case of smallpox is clinically suspected. It is decided to 

vaccinate all hospital staff and any visitors to the floor where the patients were 

located. All direct contacts of the patients will also be vaccinated. The decision is also 

made to vaccinate all health-care personnel and first responders in any city with 

confirmed cases of smallpox.  

The head of the national surveillance centre establishes a nationwide surveillance and 

case investigation system and a registry of all face-to face contacts of smallpox 

patients. Anyone who has a fever of 38.5⁰ C is to be isolated, at home if possible, and 

observed for rash.  

An additional eight admissions for fever and vesicular rash are discovered. All patients 

are extremely ill. The university hospital emergency room records are prospectively 

searched and staff attempt to contact all patients who had fever during the previous 

week. Three more probable smallpox cases are discovered.  

Strategies for managing the epidemic in case there is insufficient vaccine for all patient 

contacts are discussed. It is decided that hospital x will serve as the city’s smallpox 

hospital and will accept transfers of smallpox patients now hospitalized at other 

facilities in the region. Other hospitals will not admit patients with suspected smallpox, 

referring them instead to hospital x.  

Ministers inform the nation of the bioterrorist attack by unknown terrorists and urge 

calm. Media outlets report that the government does not know how many people are 

sick or how widespread the outbreak might be. 35 more cases are identified in several 
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emergency rooms and clinics around the city; ten cases are reported in another part of 

the country.  

It is established that the infecting strain of smallpox was not genetically modified. The 

genomic sequence is entirely typical of known smallpox strains. The first diagnosed case 

dies. Ten more smallpox cases have been identified, bringing the number of confirmed 

cases to 50. The patients are located in four different part of the country.  

Regional medical officers press for emergency vaccine stocks to be distributed to their 

region so that action can be taken should an outbreak occur. The national public health 

agency in charge of the national stockpile announces that 90% of available vaccine 

stocks will be distributed to affected regions, but cautions that the available quantity of 

vaccine can cover only 15% of those regions’ populations. Regional health departments 

have to decide on their own specific priorities and mechanisms of vaccine distribution.  

In the area with the index case, over 15,000 residents are vaccinated with assistance 

from volunteer physicians and nurses. Unions representing health-care workers call for 

vaccination of all employees whose jobs involve direct patient contact. 

March 

In the regions reporting confirmed smallpox cases, thousands of people are seeking 

medical care because of worrisome symptoms. The authorities are receiving a lot of 

calls from health-care providers seeking guidance on clinical management.  

Local media report an outbreak of sick children with rash at an elementary school. It is 

unclear whether the illness is chickenpox, smallpox or measles. News broadcast shows 

film of upset parents arriving at school to remove children from classrooms.  

Smallpox is diagnosed in young children in another city. Law enforcing agencies worry 

that these cases might constitute another attack since the children have had no obvious 

contact with a smallpox patient or contacts. The possibility that there has been a new 

attack is counterbalanced by the possibility that the children were infected by a contact 

of one of the first wave of patients who was missed in the epidemiologic investigation.  

The national public health agency receives reports of an additional 120 new cases of 

potential smallpox. 40 of these are in the original outbreak city. The others are spread 

over five different regions. It is not clear if these are smallpox or mistaken diagnoses. 

By evening however, laboratory confirmation of smallpox is obtained. The national 

health agency now realizes that they are seeing a second generation of smallpox cases.  

A second bioterrorism attack cannot be immediately ruled out.  
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A patient dies of haemorrhagic smallpox. The rumour is that he was the victim of a new 

attack using a different pathogen since he did not develop the rash associated with 

classic smallpox. Media misinterpret statements from a health-care expert and report 

that he died of haemorrhagic fever caused by Ebola virus infection. National authorities’ 

issues a press release explaining that the patient did not have Ebola virus and affirms 

that there is no reason to believe that an attack using any haemorrhagic fever virus has 

occurred, but refuses to rule out the possibility that there has been more than a single 

bioterrorist attack using smallpox. 

Coverage in the media of young children with smallpox results in thousands of people 

rushing to emergency rooms and health care clinics with requests for vaccination and 

evaluation of fever and other symptoms.  

The number of smallpox cases continues to increase. Confirmed cases demand rapid 

public health action including appropriate isolation of the confirmed or suspected 

infected patient and initiation of epidemiologic investigation, contact tracing, 

vaccination and enhanced surveillance is performed. The capacity of local hospitals to 

manage patients needing isolation has long been exceeded. Smallpox cases and 

suspected contacts are being isolated in convention centres and emptied school 

buildings, where volunteer healthcare staff are providing care. Epidemiologists are 

working around the clock to interview patients, trace the chain of infection, place 

contacts under surveillance, and isolate smallpox victims.   

Increasing numbers of smallpox cases raises the question of quarantine and isolation for 

responsible agencies. Initially there is confusion; questions arise such as: who detains an 

infected or exposed person and what actions may the government take if a person 

disobeys a quarantine order? 

May 

The third generation of the epidemic begins. The death rate remains at 25-30%. Vaccine 

supplies are exhausted. Over the next 2 weeks, 7 000 cases will have been reported.  

June 

The fourth generation of cases begins. By mid-June, 15,000 cases of smallpox will be 

reported in the country. More than 2,000 will have died.  
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Figure 9. Smallpox pandemic - timeline of events 

Global level 2 

In the media, concern about vaccine adverse events is raised and references are made 

to the cases of narcolepsy induced by the pandemic influenza vaccine in 2009. On the 

national level, communication strategies are employed in order to initiate and sustain 

an optimal vaccination campaign. There are newer vaccines with a safer profile 

available in low numbers, which leads to a discussion on prioritization.  

A number of affected countries request vaccine from the global vaccine stockpile.  As 

well as a ring strategy approach, front-line healthcare workers and the most vulnerable 

are among the first to be vaccinated. Vaccination centres are set up, and members of 

the public are allocated an appointment date for their vaccination. The mood of the 

general public becomes more positive as it becomes apparent that the vaccination 

programme is progressing. However, several people who have been vaccinated 

experience adverse events such as post-vaccinial encephalitis, progressive vaccinia, 

eczema vaccinatum, generalized vaccinia, accidental implantations, non-specific 

rashes, foetal vaccinia and myopericarditis.   
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Patients are also presenting with complications of smallpox including bacterial 

infections of the skin, joints, bones lungs, and other organs as well as generalized 

sepsis. Other complications include corneal ulcer, keratitis, arthritis, pneumonia, and 

encephalitis. 

Traditional and social media focus on recording the incidence of people who are 

infected and highlighting deaths. Personal knowledge of an infected person increases 

awareness among the general public and social media help to personalize the outbreak. 

Fear is rapidly spreading. This is a period of major uncertainty, with a lot of 

commentary, opinion and news coverage. 

The number of cases increases week by week. General practitioners and health clinics 

are filled with people with suspected symptoms and people worried that they may be 

infected. 

All of the affected countries have their own national outbreak plan, each is a mix of 

allocating public healthcare resources and prioritizing treatment, pharmaceutical 

strategy for making stockpiles of vaccine available to frontline healthcare services and 

non-pharmaceutical strategies for reducing contact rates in the general public. The 

demand for medical treatment is typically exceeded and care is triaged, with 

prioritization for life-threatening cases.  

At the local level first responders are struggling with an increasing workload. Staff also 

need to care for children or other family members who are ill as well as care for healthy 

children because of the closure of schools and childcare settings. Employers advise 

employees to work from home. Clinical capacities are stretched, hospitals are hit hard 

and several emergency departments, particularly paediatric emergency units, are under 

extreme stress. 

During the epidemic a hospital in Europe experiences a large nosocomial outbreak with 

a super-spreader-event. Forty contacts are infected by a patient with haemorrhagic 

smallpox, initially misdiagnosed as a drug reaction.  

Intensive care units (ICUs) are put to the test in the affected countries. Many hospital 

ICU’s report shortness of ventilators. In general, ICUs have more problems with staffing 

than with equipment. Workers become exhausted caring for patients requiring long 

periods of intensive care.  

Local hospitals, first responders and funeral directors are struggling with rising numbers 

of casualties and only a few places are available to refrigerate remains; most bodies are 
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embalmed immediately and stored at funeral homes. Since funeral services are not 

conducted as usual, people need to mourn in a proper manner is curtailed, contributing 

to society’s overall levels of anxiety and unrest. 

And now what? 

At the end of summer the rate of development of new smallpox cases reported 

worldwide finally appears to be subsiding. This is due to vaccination of contacts and, 

perhaps more importantly, the seasonal decrease in the spread of virus due to warmer 

weather. Smallpox continues to spread in many parts of the world, resembling its 

formerly endemic character. By the end of the year the World Health Assembly 

schedules a debate on re-enacting a global smallpox eradication campaign. The re-

appearance of the disease reduces public morale, with the realization that smallpox 

might be around for a long time. 

 

5.4 Venezuelan Equine Encephalitis 

Scenario Justification  

Venezuelan equine encephalitis (VEE) is an emerging vector borne viral disease 

transmitted by mosquitoes which erupts occasionally in epizootics in the Western 

Hemisphere involving equines, often with concurrent epidemics among humans. Equines 

infected with the disease display high fever and occasionally severe neurological 

symptoms (termed “peste loca” [crazy plague] in Spanish) with a high fatality rate (19-

83%). Symptoms in humans vary from asymptomatic to a mild influenza-like illness to a 

severe incapacitating febrile disease with neurological symptoms (headache, 

depression, incoordination, mental clouding and epileptic seizures). Although its 

severity varies between outbreaks, VEE in humans may be fatal (up to 5%), particularly 

in children, and leave permanent neurological disability (epilepsy, paralysis, mental 

retardation) in 4 to 14% of clinical cases. Outbreaks occur typically in South America, 

with occasional epizootic and epidemics from Central America through to Texas. The 

disease burden of VEE may represent tens-of-thousands of cases per year; it has been 

reported in at least 12 countries in Latin America.  

Mosquitoes are the main vectors in nature for the maintenance and transmission of VEE 

virus, and represent a serious challenge to control. VEE virus strains are efficiently 

amplified in equids or other animals, developing viremia levels that are sufficient for 

infection of susceptible mosquitoes. During epizootic outbreaks, vectors are typically 
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floodwater Aedes and/or Psorophora species. Equine–mosquito cycles typically occur in 

agricultural settings and the epizootic cycle of VEE depends on equine herd immunity as 

influenced by past outbreaks, vaccination and weather patterns. VEE viruses are 

classified using their surface antigens.  Only subtype I varieties AB and C have been 

associated with major epizootics and epidemics involving hundreds of thousands of 

equines and humans. These epizootic and epidemic types appear suddenly following 

long intervals since major outbreak, without evidence of ongoing transmission.  These 

levels of viruses in the bloodstream are sufficient to infect susceptible mosquito vectors 

and therefore the possibility of human–mosquito–human transmission likely exists.  VEE, 

like influenza virus, shows rapid and spontaneous changes in its genome, so it is possible 

to determine not only the genetic relatedness but also quantify the chronological 

distance separating different viral strains. It is clear from genomic data that enzootic 

types of VEE virus can mutate into epizootic and epidemic types. It has, in fact, done 

that on several occasions. Regular outbreaks of VEE were identified between the 1930s 

and the 1970s. However genetic analysis shows that many of these outbreaks match an 

isolate from 1938. This VEE isolate was used in veterinary vaccines from the late 1930s. 

The veterinary vaccine is composed of inactivated whole viruses. However, VEE is 

notoriously difficult to inactivate in the lab and laboratory infections are common; 

many batches of the veterinary VEE vaccines have been incompletely inactivated with  

residual infective virus remaining. From 1938 to 1972, the VEE vaccine causing more 

outbreaks than it was employed to control. VEE is also easily transmitted by the aerosol 

route during laboratory manipulations and laboratory infections by VEE are common in 

unvaccinated persons.  

A major VEE outbreak hit the Western Hemisphere in 2010 with at least 100,000 human 

cases, hundreds of deaths in Venezuela and Colombia and more than 5,000 cases with 

neurological complications. VEE virus was isolated from 10 stillborn or miscarried human 

foetuses. Full genomic studies identified the VEE virus as identical to a 1963 isolate, 

however there was no evidence that this virus have been circulating in nature and there 

were no acquired genetic mutations indicative of viral replication in host cells. This 

outbreak could not have been caused by a defective inactivated VEE vaccine because 

the 1963 subtype (IC) VEE virus have never been used for vaccine production.  It had 

been used as an in-house reagent for testing purposes raising  suspicion of an 

unintentional release from a virology lab, either by unrecognized infection of lab 

workers or visitors or by escape of infected laboratory animals or mosquitoes. There was 

a major outbreak in South America in 1969 which had spread northward to Texas by 

1971, resulting in the deaths of an estimated 200,000 horses along with several 
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thousand human infections. Equids in these areas are generally used as farm animals 

and are not routinely vaccinated. Infected horses are very effective amplifiers of VEE 

virus and a wide range of mosquito species can become infected readily having bitten 

an infected horse.  In turn, these vectors can infect other naïve horses or transmit the 

virus to humans.   

Scenario Outline 

In 2015 simultaneous outbreaks of multiple isolates of a VEE subtype IC virus are 

reported in Venezuela and Colombia. Later, epizootics were spread to Ecuador, El 

Salvador and Guatemala and eventually to most parts of Central America. 

Unexpectedly, one isolate was identical to a 1995 virus isolate which is no longer used 

as a reagent in the laboratory.  

The outbreak escalates quickly, public health officials are tracking all contacts of the 

people known to be infected and vector control procedures are put in place. Rumours 

are spreading that the disease is a deliberate release of the virus from a vaccine plant 

and countries close their borders with neighbouring countries. Surveillance and 

screening measures are in place at most regional and international airports and major 

border crossings are closed. Case fatality rate (CFR) estimates are variable initially, and 

no accurate estimate of the number of people infected is available. Specialist teams 

from the WHO and CDC arrive to investigate. Public health officials estimate that up to 

20% of people who catch the disease may die. In late April 2015, veterinarians at the 

Venezuelan Ministry of Agriculture report focal outbreaks of symptoms and mortality 

suggestive of VEE in equines. Shortly thereafter, cases of febrile illness among humans 

living in the adjacent areas are reported. By mid-July, the epidemic has moved 

westward and into north-eastern parts of Latin America, and by the end of August the 

disease has appeared across rural parts of Latin America. Between August 27th and 

October 7th, 10,058 suspected human cases of VEE, including 11 deaths are reported. 

Virus isolation confirms the diagnosis in 101 of the suspected cases.  

Rainfall in Venezuela and Colombia is unusually heavy during July, August and 

September. Mosquito collections made in VEE-affected communities yield large numbers 

of Aedes taeniorhynchus, Psorophora confinnis and Anopheles aquasalis, all of which 

have been implicated as VEE vectors during previous outbreaks. After recognition of the 

extent and nature of the outbreak, the Venezuelan and Colombian governments initiate 

emergency control measures including restriction of animal movement, aerial and 

ground application of insecticide and vaccination of equines with live-attenuated TC-83 

vaccine. In Colombia, more than 95,000 equines were vaccinated in an attempt to 



H2020 DRS-2014/2015  PANDEM 

 

D2.1 Threat Analysis and Scenarios 53 

prevent the epidemic/epizootic from moving south into more populated regions of the 

country. By September and October, a large number of human and equine cases of VEE 

occur throughout Central America.  

Shortly thereafter a large epidemic of VEE occurs in south Texas. More than 1,500 

equines die; 110 human cases are reported, with no deaths. Vector studies in South 

Texas and North-eastern Mexico reveal that the overall mosquito infection rate during 

the peak of the epidemic were about 1:100, one of the highest rates observed for a 

major epidemic. Mosquito infection rates of this magnitude could explain the intensity 

of VEE outbreaks in both equines and humans. A total of 943 VEE virus isolations were 

identified from mosquitoes. The initial response to put affected farms in quarantine 

lowers the spread of VEE.  

The huge numbers of people travelling between the US and Mexico leads to introduction 

of the virus to susceptible mosquito species in Texas. VEE-infected mosquitoes in close 

vicinity to a large number of naïve horses in Texas, leads to exponential propagation. A 

few months after the first reported case in the South Texas most of the state’s horses 

are in jeopardy.  Several horse farms in Texas report dying horses and severely ill 

horses.  

The horse industry is a very large and important part of global, national and local 

economies. It is diverse, involving agriculture, business, sport, gaming, entertainment 

and recreation. In the US there are 9.2 million horses and 4.6 million Americans are 

involved in the industry as horse owners, service providers, employees and volunteers. 

Tens of millions participate as spectators. The industry has a greater than $100 billion 

impact on the U.S. economy.  



H2020 DRS-2014/2015  PANDEM 

 

D2.1 Threat Analysis and Scenarios 54 

 

Figure 10. Accidental release of VEE – timeline of events 

 

6. CONCLUSIONS 

A key deliverable for the PANDEM project is to conduct a comprehensive threat and risk 

analysis based on a review of relevant literature, and to determine the most likely and 

useful scenarios. The threat analysis reviews the current threat from infectious agents 

with pandemic potential and assesses the risks posed and methods of transmissions. The 

scenarios describe the evolution of hypothetical pandemics, and these events will be 

used to identify the most relevant gaps and needs in subsequent work-packages. The 

scenarios are hypothetical, and describe situations arising from an intentional, 

unintentional and natural spread of an infection with pandemic or large-scale epidemic 

potential. In Resolution 64.10, the World Health Assembly urges Member States to 

integrate all-hazards, health emergency and disaster risk management programs 

(including disaster risk reduction) into national or subnational health plans. With this 

guidance in mind, the designed scenarios highlight the collaborative need for different 

actors and sectors in society as well as between different aspects of a country’s 

emergency system for effective pandemic management.  
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Appendix 1: Governance scenarios  

 

Isolation, right to privacy and confidentiality of information 

A person is travelling from their own country (X) to a neighbouring country (Y).  At the 

border crossing they are stopped and an official from Y, who believes on visual 

observation that the individual is showing signs of serious infection.  The official insists 

that the person undergoes invasive medical tests, failing which he will be denied entry.  

The individual reluctantly agrees but test results are inconclusive so he is held in 

isolation pending further investigation.   

Local media receive reports of a potential case of a serious contagious disease as  

personal details of this person are leaked by an unidentified health care worker. The 

local newspaper publishes the persons name and medical details. Further tests confirm 

the person is not infectious and he is released from isolation. However, by this time his 

address and photograph, and details of his family members, have been widely 

disseminated.  The individual is shunned by his community, loses his job and he and his 

family are forced to move home.   

Liability: Invasive medical examination.  Under the IHR, tests on travellers should be 

non-invasive and only carried out with express informed consent (Art 23).  However, 

where there is considered to be an “imminent health risk” (even if unproven) the 

traveller can be compelled to undergo investigation or denied entry, although such 

investigation should be the “least invasive possible” to enable the country to determine 

whether a health risk actually exists (Art 31 IHR).  Therefore there is no breach of the 

IHR. 

Disclosure of personal details:  The information is now so widespread that it is 

impossible for the individual to identify the source of the original leak. The individual 

may try to argue that reasonable steps were not taken to protect his confidentiality 

(Article 45 IHR) and that there has been breach of his right to privacy and family life 

under the ECHR (Article 8).  These arguments will likely fail if he cannot prove the 

source of the leak and, because Article 8 of the ECHR is derogable in the event of a 

“public emergency affecting the life of the nation” (Article 15 ECHR).  EU Decision 1082 

(27) requires “specific safeguards” for the safe and lawful exchange of personal data 

under the Early Warning and Response System but the exact nature of these safeguards 

is not clarified. 
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Communication/duty to inform 

In the early stages of the outbreak the owners of a garment factory note that groups of 

workers who work in close proximity are falling ill. It does not inform the authorities as 

it does not want to risk production being disrupted by closure. Unwell staff are replaced 

by healthy substitute workers who are brought into the same environment and quickly 

become infected as well.  Eventually, a combination of worker protests and staff 

shortages force the factory to cease production. 

Liability: After the outbreak the government might bring a criminal prosecution against 

the factory owners for failing to communicate the information, continuing to operate an 

unsafe working environment and creating a public health hazard. Healthy workers who 

became ill after being made to work in a compromised environment may have personal 

civil claims for loss and injury.  Whether or not these criminal and civil claims could 

succeed would depend on the efficiency and enforceability of national law, the extent 

to which the owners can be held personally liable, how much knowledge they are 

deemed to have, and in the case of the individual workers, if those workers can show 

that on the balance of probabilities they became ill because of the unsafe working 

environment rather than something that might have happened anyway, given the 

widespread pandemic. 

Quarantine/discrimination 

Initial results identify that members of a particular racial minority are more susceptible 

to infection.  Some politicians propose that as a public safety measure all members of 

this racial group within the country should be moved to specified areas where they will 

be quarantined from the rest of the population.  This proposal is rejected however the 

government passes emergency laws refusing entry to persons of that racial minority, 

whether or not they show any evidence of infection at the point of entry.  

Liability: The country’s policies are strongly condemned by the global community as 

discriminatory and a breach of the human rights of the racial minority.  However, the 

defence is given of national sovereignty and public emergency threatening the life of 

the nation.  There are unlikely to be any consequences. 

Isolation, consent 

An individual is confirmed to be infectious and is placed in isolation.  His condition 

worsens and he shows signs of rapid physical and psychological deterioration.  No family 

members can be located but after consultation, the attending physicians decide to try 
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out a new experimental drug which has not yet been through full clinical trials.  The 

individual slowly recovers but is left with permanent neurological injury.    

Liability: The patient could subsequently sue the hospital for exposing him to highly 

risky treatment without consent.  Depending on the national law the claim may be 

against the hospital authorities and/or personally against the treating physicians.  There 

may be a defence of emergency and acting in the best interest of the patient.  The 

result may depend on the patient’s decision-making capacity at the time of treatment 

and whether he can prove his injury is a result of the drug, rather than the underlying 

illness. 

Equity and prioritisation of healthcare 

Country X has only limited supplies of antivirals and decides to prioritise frontline 

healthcare workers.   A key worker obtains supplies illegally and uses them to treat her 

own family members.  When challenged, she argues that were one of these family 

members to become ill, she would have to care for them, which would take her away 

from her front line work. 

Liability: It is at the discretion of any country as to how it chooses to prioritise limited 

resources.  There may be a subsequent civil or criminal claim against the individual 

worker depending on national law.  However, at the time of the pandemic the 

authorities are unlikely to be able to apply any sanction, particularly against a key 

health worker who might otherwise withdraw their services. 

Country X has limited stockpiles of antivirals which are to be prioritised for vulnerable 

members of the population.  However, due to poor infrastructure and breakdown of 

transport links the antivirals are held up in a few central locations.  Faced with intense 

pressure and criticism that the antivirals are standing unused, officials decide to 

provide the antivirals to all the local population in those central locations.  The 

stockpiles are quickly exhausted. 

Liability: Again, while limited resources may be prioritised for particular groups, in 

practice it may be difficult to enforce this, particularly where a country has poor 

infrastructure and/or capacity.  Any legal claim will likely be met by a defence of public 

health emergency.  
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Appendix 2: Information and communication scenarios  

 

‘‘The plague was nothing; fear of the plague was much more formidable.’’ Henri 

Poincare, quoted in (Epstein et al. 2008). 

The following two scenarios are presented, which capture two vulnerabilities associated 

with the information systems used as part of managing a pandemic response process. It 

is likely that these scenarios could be important factors in the event of a fast-moving 

influenza-like H*N* pandemic, with high attack rates, absence of sufficient vaccine 

supplies, and a higher than usual mortality rate, as this could lead to widespread panic 

and social unrest. There are two sources of potential ICT vulnerabilities: 

(1) Malicious computer hacking of a trusted web site, which could exploit 

vulnerabilities in terms of seriously distorting trusted public health information. 

For example, the WHO, CDC or ECDC web sites could be hacked and information 

on reported cases, attack rates, and fatality numbers could be wildly 

exaggerated, supplemented by scare-type reports. As a result, such information 

could be rapidly spread through social media, and other reputable channels, 

leading to social unrest and panic. Recovery from such an event could be 

difficult, as trust in public health agencies could plummet, and the chance of 

valid scientific-based advice provided being ignored by the general population 

would increase. In effect, vulnerabilities in ICT systems could lead to an increase 

in cases, as mitigation actions could be significantly diluted due to an erosion of 

trust. 

(2) Fear and panic spread by an influential celebrity as an information “super-

spreader”. Under this scenario, a high-profile celebrity from the music or film 

industry (with > 50M twitter followers), could suddenly become “radicalised” 

with respect to hypothetical vaccine safety issues as an outbreak unfolds. For 

example, the celebrity could champion the cause of anti-vaccine bloggers and 

promote these heavily, using sensational-type language to urge their followers to 

follow the anti-vaccine group. The impact of this could be a reduced vaccine 

uptake at the crucial early stages of a pandemic, which leads to an acceleration 

in cases, and further stresses on the public health and emergency response 

systems. 
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Appendix 3: Definition of Terms for Threat Analysis 

Hazard 

 Hazards are conditions or events that are not deliberately caused, i.e. accidental 

in nature 

 It is a condition or situation with the potential to create a disaster 

 Natural hazards are naturally occurring phenomena – e.g. earth quakes, 

hurricanes, landslides, floods, influenzas, other pandemic pathogens.  

 WHO (2012) gives the definition as “an agent that has potential to cause adverse 

health effects in exposed populations”; this is a  public health-oriented 

definition.  

 Human systems-based hazards are caused by human activity, e.g. poor design, 

construction or maintenance, and can cause cascading failures  

 Conflict-based hazards include war, terrorism, homicide and robbery 

 Not every hazard will result in a disaster, but every disaster will result from a 

hazard  

 

Threat 

 Threat is an act with serious consequences that is performed by an actor with an 

intention and capability to cause harm. This is the definition used in the model 

depicted in Figure 1. However, the word “threat”  causes the most debate in the 

field as this term is one used for different purposes in different models.  

 Threat is a term used in a variety of settings and people often use with the same 

meaning as risk or hazard. 

 People often upgrade an acute hazard, such as an approaching storm, to a threat 

 

Vulnerability 

 Vulnerability is potential to be prone to a hazard 

 Vulnerability exists at macro and micro levels  

 There are differences in vulnerability to the same hazard, e.g. a town is 

vulnerable to flooding but inhabitants living near the river are vulnerable and 

those living on a hill are not.    

 Vulnerability assesses how well or poorly you are protected against a negative 

event 
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 Vulnerabilities are reduced by mitigation measures: 

o Static (always in place): examples are building regulations and 

constructions that follow these such as dams, levees, tsunami warning 

systems 

o Non-static (intermittent): level of preparedness e.g. well trained 

personnel adequately equipped to handle emergencies such as  fire 

brigade and rescue service teams with plans in place, regularly exercising 

 WHO (2012) defines vulnerability as “A position of relative disadvantage. The 

extent to which an individual or population is unable or unlikely to prevent or 

respond to hazards” 

Different factors influence vulnerability: 

 Criticality – Importance of asset or function that is subject to impact 

o Compare lives, property, and infrastructure at risk 

o Capital with national assets vs regional or local town 

o Town vs rural land 

 Exposure – Degree of force hitting the asset or function  

o Skyscraper vs two-story house  

o Forest fire reaching city  

 Time – Seasonal or diurnal fluctuations 

o Avalanches, forest fires  

o Traffic accidents, tide, monsoon rain  

 

Probability 

 Probability is a mathematical estimate of the possibility of a specific event 

occurring 

 It is an assessment based on a wide variety of factors including historical 

aspects, changes in infrastructure and demography 

 Probability usually relies on statistical data 

 Examples of how probability can be expressed: 

o We should soon expect a 100 year flood … (a statement of cycles) 

o There is a 50% chance of … (a numerical assessment) 

o This year we expect 300 deaths in traffic accidents and 100 deaths from  

accidental drownings … (an assessment of general level) 
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Likelihood 

 Likelihood is an inexact, qualitative assessment of probability that often can be 

regarded as a personal opinion 

 It is generally expressed for a broad range of probability values 

o High likelihood means likely 

o Low likelihood means unlikely 

 Examples of statements of likelihood: 

o It will likely rain tomorrow 

o I think it is highly unlikely that you will win the lottery this week 

 

Consequence 

 Consequence is the estimated result of the impact of an event and is often 

categorized as: 

o Political  

o Social and cultural 

o Economic 

o Public Health (morbidity, mortality etc.) 

o Social response  

 H5N1had profound political, social, cultural and economic consequences but very 

limited public health consequences. It could be argued that the social response 

had more consequence? than the disease threat. If ‘panic’ results, consequences 

can be perverse, with destructive political or economical behaviours Consequene  

depends on how humans perceive and react to a certain event  

o Consequences of low-impact events may be negligible  

o The consequence of a high-impact event,  is likely to lead to politically 

motivated efforts to reduce vulnerability through mitigation efforts and 

better preparedness 

 

Impact 

 Impact is the assessed effect of a hazard with recognized vulnerabilities 

 Impact depends on? the relation between the two key variables – strength of the 

hazard and the level of vulnerability 
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 Impact is generally hazard-specific, but several hazards may result in the same 

loss of function (e.g. loss of power, road closure) 

 

The other factors related to impact: 

 Magnitude – the absolute size and power of the event: e.g. earthquakes, winds 

and nuclear accidents all have their own scale 

 Intensity – the measurement of the effects of the event: e.g. the distribution of 

the magnitude in different places.   

You cannot affect the magnitude of a storm, but you can affect the perceived intensity 

by seeking shelter. There is a high correlation between magnitude and impact, but to 

determine the impact for a specific location one must also consider intensity  

 

Consequence and Impact are related 

 Impacts are usually directly related to the effects of an event, whereas 

consequences tend to be secondary 

 Impacts tend to address the shorter term (hours to decades), whereas 

consequences have a longer time-span (weeks to centuries) 

 Although consequences are linked to impacts, they are neither automatic nor 

irreversible 

 Consequences tend to be more focused on humans, whereas impacts are more 

event-focused 

 

Risk 

 Risk is generally considered as the product of Probability x Consequence 

o Consequence depends on vulnerability to a hazard or threat 

o Probability is the mathematical estimate of the likelihood that a specific 

event will take place 

 WHO (2012) defines risk as “The likelihood of the occurrence and the likely 

magnitude of the consequences of an adverse event during a specified period” 

 


